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Abstract—We address a unique security threat that arises of 2 MHz to a user. It is also possible to combine two
due to channel fragmentation (or aggregation or bonding) in contiguous spectrum bands of 2 MHz each to provide a user
dynamic spectrum access (DSA) based IEEE 802.22 networks.; channel with 4 MHz bandwidth. This is called channel

Typically, channel fragmentation, aggregation and bondiig have . . .

been studied in the literature as a means to enhance the bonding. Alternatively, non-contiguous spectrum bandsiza
spectrum utilization. However, the loss of orthogonality letween agdgregated and allocated to users. The IEEE 802.22 standard
the spectrum bands due to channel fragmentation, aggregath  also specifies the policies for channel fragmentation, emggy

or bc_>r_1ding can be_explqited by malicious attackers_ to cause a tion and bonding.

cognitive service disruption. We present an analysis of siica Sengupteet al [5] proposed a utility based graph coloring

threat. We determine the optimal transmit powers a maliciows . ;
attacker transmits on each fragment, so as to create maximum &gorithm that presented the advantages using channel frag

service disruption. Numerical results indicate that a malcious Mentation and aggregation. In [6], Song and Lin present and
attacker can cause up to about 16% loss in the capacity of the enhanced MAC protocol for DSA networks, where the effec-
system as a consequence of fragmentation. Detailed analyss tiveness of channel fragmentation, aggregation and bgndin
presented for channel fragmentation and can be easily ap@d to o6 gemonstrated by achieving enhanced throughput. Bahl
channel aggregation and bonding. To the best of our knowledy . . .
this is the first analysis of such cognitive service disruptin threats €t @l provided an experimental set up for channel assignment
due to fragmentation. that utilizes the white spaces in the spectrum. An architect

Index Terms- DSA Networks, IEEE 802.22, Channel FragmentationfOr the utilization of DTV white spaces incorporating chahn
Aggrega[ion’ Bonding’ Cognitive Service Disruption. fragmentation was prOVided in [8] A detailed Study Of Cl’ﬂnn

fragmentation and related works can be found in [9].
. INTRODUCTION Although channel fragmentation, aggregation and bonding

Dynamic spectrum access (DSA) [1] based cognitive radio
networks [2] were developed as a solution to the under = — —
utilization of spectrum due to fixed spectrum allocation.- Un
licensed “secondary” users use the spectrum (called white
spaces) unused by the licensed “primary” users. The |IEEE
802.22 wireless regional area networks (WRAN) [3] emerged
as the first standards for cognitive radios. The physicatray
(PHY) and medium access control (MAC) specifications for
secondary to use the white spaces in the television (TV)
transmission band can be found in [4]. The IEEE 802.22
standard specify policies for channel fragmentation, lrognd
and aggregation (definitions of these terms are provided in
the following paragraph). We identify a potential security
vulnerability resulting due to these three features. Wesithte
the practicality of the attack by test-bed experimentfedd
by a detailed theoretical analysis.

Channel fragmentation, aggregation and bonding were sty 1. Test-bed experiment demonstrating leakage on tiemnels due to
ied as a means to enhance the spectrum utilization in D®gunding.
networks [5]-[9] and the references therein as well as 8092.1
wireless LANs [10]. Channel fragmentation refers to altowg@ resulted in larger throughput, we identify an importantsig
a portion of a spectrum band , e.g., if a channel hasvalnerability resulting due to these features. Typicalhe t
bandwidth of 6 MHz, fragmentation allows allocation of dEEE 802.22 and 802.11n networks use orthogonal chan-
portion of the spectrum band corresponding to a bandwidtels for transmission. However, fragmentation, aggregatr




bonding of channels can result in loss of orthogonality artke easily applied to channel aggregation and bonding.
hence, mutual interference or “leakage” from one channel toThe rest of the paper is organized as follows. The descrip-
the other. To illustrate this, we conduct test bed experimertion of the system and the analysis of the service disruption
by implementing a cognitive radio prototype [11] based oattack is provided in Section Il. Numerical results are jued
a software abstraction layer over off-the-shelf IEEE 8Q02.1n Section Ill and conclusions are drawn in Section IV.
a/b/g supported by Atheros hardware chip sets. We bond two Il COGNITIVE SERVICE DISRUPTION
channels (corresponding to 5.24 GHz and 5.26 GHz) and '
measure the power on all the other channels. Fig. 1 providegconsider a DSA network (e.g, an IEEE 802.22 WRAN)
the wispy image of our experimental results. The green colfth IV orthogonal channels which can be used by secondary
in the bottom-most picture in the wispy image in Fig. Hsers when the primary users are inactive. Each of thése
represents the average power on the channels and the (gij@nnels can be fragmented imkosub-channels. Henceforth,
color represents the peak powers measured on the chartnefl§irpughout the paper, “channel” refers to one of tNe<
is observed that a power of -40 dBm on the bonded chanf@gments in the system, unless explicitly mentioned ether
results in a significant leakage on the neighboring spectriMise. The NK fragments need not be mutually orthogonal,
bands. This is a consequence of the loss of orthogona“i@/ general. Therefore, when Signals are transmitted in the
between spectrum bands resulting due to bonding. Simifd} fragment(l < ¢ < NK), it causes energy leakage in
consequences can also be expected for channel fragmentdfig " fragment(j # ). This kind of energy leakage can
and aggregation. be exploited by malicious nodes in the network to disrupt
The leakage demonstrated in Fig. 1 can result in a unigtite communication of the other good secondary users in the
denial of service (DoS) threat in IEEE 802.22 based DSgystem.
networks. A malicious attacker can exploit the correlation It is of interest to determine the service disruption caused
between the non-orthogonal fragments (resulting due - fref Malicious attacker to the good secondary users in thersyste
mentation or aggregation or bonding) and cause servicemisrIn order to perform the analysis, we consider the following
tion. Service disruption in wireless networks have tradigilly —System.
been viewed as jamming attacks [12]. Cognitive radios ares There areN K fragments such that the correlation be-
also susceptible to multi-channel jamming [13] where the tween fragments and j is p;;. If the corresponding
jammer can switch channels to jam multiple channels or the fragments are orthogonal, theg; = 0.
attacker chooses a particular set of channels and jam ttm [1 « On channel, the attacker transmits a signal with signal

However, the service disruption threat due to fragmentaso strength,F;, that corresponds to a powe?; = |E,-|2.
significantly different because a malicious attacker caw no « The total power that can be transmitted by the attacker
transmit on channel to cause service disruption on channel on all the channels i®;;.

The attack exploits the loss of orthogonality between cen et C = [cij] 1<i<nx , Wherecy; = pij, Vi # j ande; = 0,
which is a consequence of fragmentation, aggregation agq, represent tlﬁégévoK—variance between channels¥ i # ;.

bonding. The seryice disruption need not be a cpmplete Dq_%rt Lete = [Ei],-,- x5 represent the vector of field strengths
but can be a loss in the channel capacity or loss in throughpyit a1 the channels and lgs = [P,

T _ ) i]1<i< v D€ the vector
thus resulting in degraded quality-of-service (QoS). of corresponding powers. Signals transmitted on any cHanne
In this paper, we present an analysis of the service dismpti

cause a leakage on the other channels since the fragmented

caused by a malicious attacker in an IEEE 802.22 based Dgfannels are not orthogonal in general. The leakage caused
network with fragmentation. We study the loss in capamtyy the attacker on thé" channel/;, can be written as
due to the attacks. We formulate an optimization problem in

which the malicious attacker launches attacks on the ctisnne L =N CuE;, Vi, (1)
S0 as tp maximize the leakage in the s_ystem. _We use U\‘/ﬁich, can be written as the matrix equation,
correlation between the channels (obtained using standard

inner product definition of correlation [15]). Numericabtdts 1 = Ce, (2)
indicate that at low transmit powers, malicious attackeraalt

cause significant loss in the capacity due to fragmentatid’?‘.?ﬁrel :I t[rii]lgigiK(') '; the c_ha;nels are g”vm'mtjha"y
However, for larger transmit power of malicious attackerd' nodonal, thenc;; =1, v 7 J. Sincec;; = 0, V4, the
akage,l; = 0, V 4. Since fragmentation results in non-

fragmentation can result in service disruption causingoup h | ch | 0 i L Th leaked
about 16% loss in the channel capacity. In terms of data,rat85 tﬂgcﬂa hC annle Sl ?)é bltn _gegera .Th € power feake
this could be between 200 Kbps to 9 Mbs. the best of our on thei*" channel can be obtained g5 The average power

knowledge, this is the first analysis on service disruptias dleaﬁed on all the channels in the systeMcaceq, can be
to fragmentation. While the analysis presented in this pape\fyrl en as

is applicable to any DSA network in general, it is particlyar _ 1 ) 1 g J
applicable to IEEE 802.22 WRAN where the policies for leaked = 7= Zli =NEl 1= yge €' Ce @
fragmentation, aggregation and bonding has been specified. =1

Detailed analysis is presented for fragmentation and cam ahere(.)” represents the Hermitian of a vector or a matrix.

NK



Ideally, the malicious attacker allocates its total traitlsm Lemma 2.2:If Ay < 0, d, = 0 at the optimum point.
power, P, on all the channels, such that the impact on each PpProof: Let d = {ji be a feasible solution such
of the channels is highest. In order determine the impacts on _ ISISNKE .
all the channels, the attacker should have an exact knoeled@at dx > 0. Consider another solutiod = {dl}1<i<NK’
of all the applications on all the channels in the systempWhiwheredk — 0 and dj _ d}, V j # k. Sinced is a feasible
may not be possible in general. A more practical scenarioﬂgim, Y, d? < Py, i€,y dAlg < P,.;. Therefored is also

when the attacker tried to maximize the average power dy§easiple point. The proof is complete if it can be shown that
to leakage Pieaxed, Which can be formulated as the following (a) < U(&).

optimization problem

U@ = SIVE N id2
H~H _ H i=1 Nl
mxe”C~Ce = mexeAe, @ = THAE MG

ZA%‘ Nid? + N3
ZN;E( Aid? since);, < 0
U(d).

(where A 2 CH (), subject to the constraint,

NK

ZP" =e'le < Piot- )

=1
The matrix, A, is a Hermitian matrix (i.e.A” = A and
hence, has real eigen values [16]. [Rtbe the matrix whose
columns are the eigen-vectors Af. Since A is a Hermitian
matrix, P can be chosen to be unitary [16] (i.27P =
PP =the identity matrix,I. The vectore can be written as

A

[ |
Lemma 2.2 implies that positivé;’s should be allocated only
corresponding to positive eigen values. The following leamm
provides a constraint on the positivgs.
Lemma 2.3:Let \; > Xy > --- > A, > 0 and let); < 0,
i >m, m < NK. At the optimum point>"" . d? = Py,

1=1"
[16] i.e., (10) is met with equality.
e =Pd, (6) Proof: From Lemma 2.24; = 0, Vi > m. Consider a
. . 3 _ ~. m ~2 _ o
whered = [d;], ., vy IS another vector of lengthy K. Let feasible pointd = [dzLSZ_Sm such thaty ,;_, di = P <
the set of eigen-values ok (called the spectr_um oA [16]), P Let A A Pooi — P. It is notqd thatA > 0. Consicjer
O'(A), b-e O'(A) = {>‘17)\27"'7>\NK} and without IO?S Of d = |d; , such thatdm = d,, + \/Z and d; = d;,
generality, let\; > \s > --- > Ang. Such an ordering is . 1<i<m
possible since\;’s are real. i=12,---;m—1m+1,.--NK. Therefore,
It is then possible to formulate the optimization problem in Zf\ff dg - S dg
(4) subject to (5), in terms od. The following lemma from _ Zv_ri—ll @2 + 42
matrix theor_y is l_Jsed in describing the optimization profle _ 27511 J,? i an 1 Delta
and constraint with respect id. . = PLA—P
Lemma 2.1:[16] If P is unitary in (6), there”e = dd. - ool
From Lemma 2.1, (5) can be written as i.e., d is also a feasible point with " | d; = Pyt
NK I _ m 72
d"d=3"d? < P @) U(d) = D iy Nid;

i=1 = Zl:;”;—l} Ai (E :F Ai d?n
— m— 2 2

The optimization problem in (4) can then be re-written inrter = it Aid; + Aidi, + Delta

of d as = Uud)+ A

> U(d) sinceA > 0.
max d¥PHAPd = max d”Dd, (8) ()
|

where D is the diagonal matrix, didg1, A2, - \,). There- From Lemmas 2.2 and 2.3, the following theorem which yields
fore, the optimization problem described in (8) subject®p ( the optimum pointd*, can be obtained.

is the optimization problem, Theorem 2.1:LetA\; > X o >--->)X,, >0, m < NK and
NK NK A < 0,4 > m. The objective function in (9) subject to (10) is
maxz U(d) = maxz Nid? (9) maximized ford = d* = [d}], ., v such thatd] = \/Piot
d i=1 d i=1 anddr:O,Z:273,7NK

Proof: From Lemma 2.24 = 0,V i > m. Letd =

subject to . - m

NI [di} e such thatd; > 0,1 <i<mand) ", di = P,

Z @2 < Pio. (10) according to Lemma 2.3. Therefore,

=1 m m

. . J 72 72 %\ 2 *

The following lemmas and theorem will be used to solve tHé(d) = > Xid? <> \d? = M Pt = A (d})* = U(d).
optimization problem in (9) subject to (10), which, in turn, i=1 i=1
will be used to solve (4) subject to (5). [ |



Sinced”d = ef e, the malicious attacker transmits on all theeach fragmented int& = 3 fragments, to result itV K = 39
channels such that (5) is met with equality. The optimal@ect fragments in the system. We first consider a fixed valuB,gf
e* that solves (4) subject to (5) can be obtained from (6) wittnd compute the optimal transmit powers on all the channels

d replaced byd*. The following theorem characterizes. in the system withVK = 9 fragments. We then vary the
Theorem 2.2:.Let Ay > X2 > -2\, > 0, m < NK. total power that can be transmitted by the malicious attacke
Let the eigen-vector ofA corresponding to\; be x; = Py, and study the average loss in the capacity due to leakage.
[@i1]; ;<N Thene* = /Px; and the optimal power The optimal transmit power of the malicious attacker hence,
on thei* channel,P* = P, |xﬂ|2_ the leakage on each channel, is obtained using the analysis
Proof: From (6),e* = Pd*. Sinced; = v/Pio; andd} = described in Section Il. The covariance matKixjs generated

0,2 <i < NK from Theorem 2.1¢* = dix; = /Piyx;. Usingthe standard inner product of the carrier frequeritigs
Since P = |E*|?, P¥ = Pyt |za|” (resulting inPr > 0, Vi

Kp _ ; ; ; TABLE |
and Ei:l Pi = Prot, i.€., feasible transmit powers on all the TRANSMIT POWERS FOR THE MALICIOUS ATTACKER WITHP;0t = 10
fragments). B WATTS, ON EACH FRAGMENT IN A SYSTEM WITHN = 3 ORTHOGONAL
It is noted that in general;; can be non-zero7 ¢ and hence, CHANNELS EACH FRAGMENTED INTOK = 3 FRAGMENTS.
the malicious attacker transmits non-zero powers on all the Fragment| Power ;)
fragments to create maximum leakage. 1 235 mW
: . . . 2 945 mw

Inthe case of aggregation or bonding with no fragmentation, 3 133.6 mwW
a similar scenario arises, which is explained as follows. Le 4 1.536 Watts
the system contaitv channels and let channels andn be g g?g-g mVWV
aggregated to result itV — 1 channels in the system. Let* 7 2.374 Watts
denote the new channel obtained by aggregating chammels 8 3.397 Watts
andn. The channelm* need not be orthogonal to the other 9 274.7 mwW

channels in the system and this, in turn can cause leakage int
other channels. Similarly transmission on other channats c
cause leakage inte*. The analysis described in this paper ca
then be used to determine the transmit power of the attack@y @ :
on each channel. with N = 3 orthogonal channels, each fragmented into

Let N be the white noise on all the channels in the absené% = 3 fragments, thus resgltmg IVEK = 9 fragments. It
of the leakage due to the transmission by the malicioﬁssobserved that the transmit powers on all the fragments are

attacker. Let the signal power on thfé fragment beS;. The non-zero, as argued in Section Il. It is observed from Table
signal-to-noise-ratio (SNR) on th&" fragment,; i; then . th?‘ a small wansmit power on any fra_gment (e.g., 133
given by~ — . In the presence of leakage due to tran@w in fragment 3) can also result in maximum leakage on
;= 2 . . .
mission by a malicious attacker, the signal-to-interfesen that fragment when combined with a Igrger transmit power
noise-ratio (SINR) on the'® fragment,4,, can be written on another fragment (e.g., 3.4 Watts in fragment 8). This
asy, — -5, wherel; = Y NE ¢ e ,Nl(,)te that; < ~; reinforces the argument presented in Section | about degnit
(2 l2+N1 1 T ]’:1 1] ] 3 K2l

FN . . service disruption resulting as a consequence of fragrtienta
thus resulting in a degraded signal quality. For a chann Wirpa average loss in the capacity was found to be 20 Kbps.
bandwidth,B, This degradation can result in a degradation in We vary the total transmit poweP,.;, and determine the

itot

i 1+
the channel capacity by an amousitjog, (1+% : average loss in capacity. Fig. 2 presents the average ldbe in

It is noted that jamming a particular channel also causggipacity in a system wittv = 3 orthogonal channels each
loss of capacity. However, fragmentation causes a largeath fragments intoK = 3 fragments, thus resulting iV K = 9
because a malicious attacker can transmit on chaprel fragments. It is observed that the loss in capacity is néség
cause a loss of capacity on channeThis kind of an attack for Jow values of the total transmit poweP,.., where as, for
is a result of fragmentation and aggregation because of 19§gye values of,.., the loss is significant. The loss in capacity
of orthogonality between the fragments. Hence, the serviggn pe as large as 200 Kbps, which, for a system supporting
disruption caused by the malicious attacker as a consequefs Mbps, is a loss of about 16%. The average loss is larger
of fragmentation and aggregation, is a cognitive serviee dip the system withV = 13 orthogonal channels fragmented
ruption where the attacker intelligently transmits powers intg K — 3 fragments (which typically supports 54 Mbps
the channels to disrupt service on the other channels. [4]), resulting in NK = 39 fragments, as observed from Fig.

3. Here, loss of the order of up to 9 Mbps is observed. In
a system supporting 54 Mbps traffic, this corresponds to a

We consider two systems, one witN = 3 orthogonal loss in capacity by 11%. The larger loss in capacity is caused
channels (like the IEEE 802.22), each with bandwidth, 2fue to that fact that there are larger number of fragments and
MHz, fragmented intd{ = 3 fragments, each with bandwidth,hence, correlations between multiple pairs of fragmeniés T
6.66 MHz, thus resulting itV K = 9 fragments in the system. enables the attacker to transmit in more fragments and cause
We also study a system withV = 13 orthogonal channels service disruption.

Table | presents the transmit powers on all the fragments
malicious attacker withP,,; = 10 Watts in a system

Ill. RESULTS ANDDISCUSSION
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Fig. 3. Average loss in the capacity of due to cognitive gifian in a system
with N = 13 orthogonal channels each fragmented iAfo= 3 fragments.

IV. CONCLUSION

We presented the first discussion and analysis on a unique
cognitive service disruption threat in IEEE 802.22 based®DS
networks, arising as a consequence of channel fragmemtatio
We presented an experimental result to motivate the problem
and presented an analysis to determine the transmit power of
the malicious attacker to create maximum service disraptio
Numerical results indicate that small transmit powers on a
fragment can cause significant loss in capacity when cordbine
with larger transmit powers on other fragments. It was also
observed that fragmentation could result in loss of caparit
up to 16%. Mitigation of such threats is under investigation
and is also a topic for further research.
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