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Abstract—In unstructured peer-to-peer (P2P) networks, the overlay topology (or connectivity graph) among peers is a crucial
component in addition to the peer/data organization and search. Topological characteristics have profound impact on the efficiency of
a search on such unstructured P2P networks, as well as other networks. A key limitation of scale-free (power-law) topologies is the
high load (i.e., high degree) on a very few number of hub nodes. In a typical unstructured P2P network, peers are not willing to maintain
high degrees/loads as they may not want to store a large number of entries for construction of the overlay topology. Therefore, to
achieve fairness and practicality among all peers, hard cutoffs on the number of entries are imposed by the individual peers, which
limits scale-freeness of the overall topology, hence limited scale-free networks. Thus, it is expected that the efficiency of the flooding
search reduces as the size of the hard cutoff does. We investigate the construction of scale-free topologies with hard cutoffs (i.e., there
are not any major hubs) and the effect of these hard cutoffs on the search efficiency. Interestingly, we observe that the efficiency of
normalized flooding and random walk search algorithms increases as the hard cutoff decreases.

Index Terms—Unstructured peer-to-peer networks, scale-free networks, power-law networks, search efficiency, cutoff.
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1 INTRODUCTION

IN decentralized P2P networks, the overlay topology (or
connectivity graph) among peers is a crucial component in

addition to the peer/data organization and search. Topolo-
gical characteristics have profound impact on the efficiency of
a search on P2P networks, as well as other networks. It has
been well known that a search on small-world topologies can
be as efficient as Oðln NÞ [1], and this phenomenon has
recently been studied on P2P networks [2], [3].

The best search efficiency in realistic networks can be
achieved when the topology is scale free (power law),
which offers search efficiencies like Oðln ln NÞ. However,
the generation and maintenance of such scale-free topolo-
gies are hard to realize in a distributed and potentially
uncooperative environments as in P2P networks. A key
limitation of scale-free topologies is the high load (i.e., high
degree) on a very few number of hub nodes. In a typical
unstructured P2P network, peers are not willing to maintain
high degrees/loads as they may not want to store large
number of entries for construction of the overlay topology.
Therefore, to achieve fairness and practicality among all
peers, hard cutoffs on the number of entries are imposed by
the individual peers, which makes the overall network a
limited one. These hard cutoffs might limit the scale-freeness
of the overall topology, by which we mean having a
network with a power-law degree distribution from which

an exponent can be obtained properly. Thus, it is expected
that the search efficiency reduces as the size of the hard
cutoff does. In this paper, we use the terms “scale-free
network with a hard cutoff” and “limited scale-free net-
work” interchangeably since we mean that the lower the
hard cutoff, the more limited the network.

The primary focus of this paper is to 1) investigate the
construction of scale-free topologies with hard cutoffs (i.e.,
there are not any major hubs) in a distributed manner
without requiring global topology information at the time
when nodes join and 2) to investigate the effect of these
hard cutoffs on the search efficiency.

The rest of the paper is organized as follows: First, in the
rest of this section, we provide motivation for this work,
outline key dimensions to be considered, and briefly indicate
major contributions and findings of the work. Then, we
survey previous work on P2P networks in Section 2. In
Section 3, we survey the previous work on scale-free topology
generation and cover two specific models that we use:
Preferential Attachment (PA) and Configuration Model
(CM). We introduce our practical topology generation
methodologies, Hop-and-Attempt PA (HAPA) and Dis-
cover-and-Attempt PA (DAPA), in Section 4. In Section 5,
we present our simulations of three different search algo-
rithms (i.e., Flooding (FL), Normalized Flooding (NF), and
Random Walk (RW)) on topologies generated by the models
PA, CM, HAPA, and DAPA. We conclude by summarizing
the work and outlining future directions in Section 6.

1.1 Motivation and Key Considerations
The search efficiency of small-world and scale-free topol-
ogies is well known. Although scale-free topologies are
superior in search efficiency, their hub-based structure
makes them vulnerable to threats and impractical due to
unfair assignment of network load on a very small subset of
all nodes. As peers in a P2P network are typically not fully
cooperative, protocols cannot rely on methods working
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with the full cooperation of peers. For example, peers may
not want to store a large number of entries for the
construction of the overlay topology, i.e., connectivity
graph. Even though the characteristics of the overlay
topology are crucial in determining the efficiency of the
network, peers typically do not want to take the burden of
storing an excessive amount of control information for
others in the network. The effect of this on the overlay
topology maintenance is that peers impose hard cutoffs on
the amount of control information to be stored. Since P2P
overlay topology generation and maintenance are very
important for realizing a scalable unstructured P2P net-
work, the focus of this paper is to investigate the effect of the
hard cutoffs on the overall search efficiency.

A key issue is the construction of scale-free overlay
topologies without global information. There are several
techniques to generate a scale-free topology [4], [5], which
rely on global information about the current network when a
new node joins. Such global methods are not practical in P2P
networks, and local heuristics in generating such scale-free
overlay topologies with hard cutoffs are the key issue, which
we investigate in this paper. In other words, each peer has to
figure out the optimal way of joining the P2P overlay by only
using the locally available (i.e., immediate/close neighbors)
information and also causing a minimal inefficiency to the
search mechanisms to be run on the network.

1.2 Contributions and Major Results
This paper touches an uncovered set of research problems
relating to trade-offs between the maximum number of
links a peer can (or is willing to) store and the efficiency of a
search on an overlay topology composed of such peers. We
defined the maximum number of links to be stored by peers
as the hard cutoff for the degree of a peer in the network as
compared to natural cutoff, which occurs due to finite-size
effects. Our contributions include the following:

. Scale-free topology generation methods. We studied two
well-known scale-free topology generation mechan-
isms (i.e., PA and CM) that use global information
about the overlay topology within the context of
unstructured P2P networks. We introduced two novel
mechanisms (i.e., HAPA and DAPA) that use local
topology information solely or partially.

. Search efficiency on scale-free topologies with hard cutoffs.
Through extensive simulations, we studied the
efficiency of FL, NF, and RW on the topologies
generated by the four mechanisms PA, CM, HAPA,
and DAPA.

. Guidelines for designing peer join algorithms for unstruc-
tured P2P networks. Our study yielded several guide-
lines for peers to join to a Gnutella-like unstructured
P2P network, so that the search performance of the
overall overlay topology remains high.

Our study of hard cutoffs resulted in several interesting
findings, some of which are listed as follows:

. Hard cutoffs may not always affect the search perfor-
mance adversely. We found that hard cutoffs may
actually improve the search performance, even
though the value of the power-law exponent in
the degree distribution of the topology might mean

otherwise. This is against the expected wisdom that
the power-law exponent is directly related to search
performance.

. Search performance depends on the combination of the
specific search algorithm and the topology. We showed
that search performance depends on the particular
search algorithm being used and on the topological
characteristics, including the exponent of the degree
distribution, connectedness (the minimum degree is a
measure for it in scale-free networks), hard cutoff, and
locality. Our simulation experiments clearly showed
that practical search algorithms like NF or repeated
RWs can perform better on scale-free topologies with
smaller hard cutoffs as long as peers join carefully,
e.g., as in HAPA and DAPA mechanisms.

. There exists an interplay between the connectedness and
the degree distribution exponent for a fixed cutoff. More
specifically, if connectedness is too low in the
topology, then one can improve search performance
by applying smaller hard cutoffs. As a particular
guideline for optimizing joining techniques of peers,
we showed that as long as every peer is required to
maintain a minimum of two to three links to the rest
of the network rather than just one link, it is possible
to diminish the negative effects of hard cutoffs on
search performance.

2 RELATED WORK

Our work is related to peer-to-peer (P2P) network protocol
designs and the topological analysis of complex networks.
Previous workon P2Pnetwork protocols can beclassified into
centralizedanddecentralizedones.AscentralizedP2Pprotocols
(e.g., Napster [6]) proved to be unscalable, the majority of P2P
research has focused on decentralized schemes. The decen-
tralized P2P schemes can be further classified into subcate-
gories: structured, unstructured, and hybrid.

In the structured P2P networks, the data/file content of
peers is organized based on a keying mechanism that can
work in a distributed manner, e.g., Chord [7] and Kademlia
[8]. The keying mechanism typically maps the peers (or
their content) to a logical search space, which is then
leveraged for performing efficient searches. Another posi-
tive side of the structured schemes is the guarantees of
finding rare items in a timely manner. However, the cost
comes from the complexity of maintaining the consistency
of mapping the peers to the logical search space, which
typically causes a considerable amount of control traffic
(e.g., join/leave messaging) for highly dynamic P2P envir-
onments. Due to their capability of locating rare items,
structured approaches have been very well suited to a wide
range of applications, e.g., [9], [10], and [11].

In contrast to the structured schemes, unstructured P2P
networks do not include a strict organization of peers or
their content. Since there is no particular keying or
organization of the content, the search techniques are
typically based on flooding. Thus, the searches may take a
very long time for rare items, although popular items can be
found very fast due to possible leveraging of locality of
reference [12] and caching/replication [13].
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The main focus of the research on unstructured P2P
networks has been the trade-off between the state complexity
of peers (i.e., the number of records needed to be stored at
each peer) and flooding-based search efficiency. The minimal
state each peer has to maintain is the list of neighbor peers,
which construct the overlay topology. Optionally, peers can
maintain forwarding tables (also referred as routing tables in
the literature) for data items in addition to the list of neighbor
peers. Thus, we can classify unstructured P2P networks into
two based on the type(s) of state peers maintain: 1) per-data
unstructured P2P networks (i.e., peers maintain both the list
of neighbor peers and the per-data forwarding table) and
2) non-per-data unstructured P2P networks (i.e., peers main-
tain only the list of neighbor peers).

Non-per-data schemes are mainly Gnutella-like schemes
[14], where a search is performed by means of flooding
query packets. Search performance over such P2P networks
has been studied in various contexts, which includes pure
RWs [15], probabilistic flooding techniques [16], and
systematic filtering techniques [17]. Recent research also
recognized the fact that the overlay topology needs to be
organized with information about the underlying Internet
topology to achieve better routing performance [18],
although we focus on improving search performance with
better topology organization.

Per-data schemes (e.g., Freenet [19]) can achieve better
search performance than non-per-data schemes, though
they impose additional storage requirements to peers. By
making the peers maintain a number of <key; pointer>
entries, peers direct the search queries to more appropriate
neighbors, where “key” is an identifier for the data item
being searched, and the “pointer” is the next-best neighbor
to reach that data item. This capability allows peers to
leverage associativity characteristics of search queries [20].
Studies ranged from grouping peers of similar interests (i.e.,
peer associativity) [3], [20] to exploiting locality in search
queries (i.e., query associativity) [12].

Our work is applicable to both per-data and non-per-
data unstructured P2P networks, since we focus on the
interactions between search efficiency and topological
characteristics. Topology adaptation for better protocol
performance was studied in various contexts, such as
breaking or establishment of overlay links based on the
perceived load on peers [21], age of the peers [22], capacity
of the link [23], or lookup latency [24].

3 SCALE-FREE NETWORK TOPOLOGIES

Recent research shows that many natural and artificial
systems such as the Internet [25], World Wide Web [26],
scientific collaboration network [27], and e-mail network
[28] have power-law degree (connectivity) distributions.
These systems are commonly known as power-law or scale-
free networks since their degree distributions are free of
scale (i.e., not a function of the number of network nodes N)
and follow power-law distributions over many orders of
magnitude. This phenomenon has been represented by the
probability of having nodes with k degrees as P ðkÞ � k�� ,
where � is usually between two and three [4]. Scale-free
networks have many interesting properties such as high
tolerance to random errors and attacks (yet low tolerance to
attacks targeted to hubs) [29], high synchronizability [30],
and resistance to congestion [31].

The origin of the scale-free behavior can be traced back to
two mechanisms that are present in many systems and have
a strong impact on the final topology [4]. First, networks are
developed by the addition of new nodes that are connected
to those already present in the system. This mechanism
signifies continuous expansion in real networks. Second,
there is a higher probability that a new node is linked to a
node that already has a large number of connections. These
two features led to the formulation of a growing network
model first proposed by Barabási and Albert that generates
a scale-free network for which P ðkÞ follows a power law
with � … 3. This model is known as PA (or a rich-get-richer
mechanism), and the resulting network is called the
Barabási-Albert network [4], [5].

In this study, we use a simple version of the PA model
[4]. The model evolves by one node at a time, and this
new node is connected to m (the number of stubs)
different existing nodes with a probability proportional to
their degrees, i.e., Pi … ki=

P
j kj, where ki is the degree of

the node i. The average degree per node in the resulting
network is 2m, and the minimum degree is m. Fig. 1a
shows the degree distributions of scale-free networks
generated by the PA model with different m values. The
links are regarded as bidirectional links; however, the
results can easily be generalized to directed networks as
well [5]. The special case of the PA model is when the
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Fig. 1. Degree distributions of the PA model. (a) P ðkÞ with hard cutoffs.
(b) P ðkÞ exponent versus cutoff.
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number of stubs is one (i.e., m … 1) in which a scale-free
tree without clustering (loops) is generated.

Scale-free networks are very robust against random
failures and attacks since the probability to hit the hub
nodes (few nodes with a very large degree) is very small, and
attacking the low-degree satellite nodes does not harm the
network. On the other hand, deliberate attacks targeted to
hubs through which most of the traffic go can easily shatter
the network and severely damage the overall communica-
tion in the network. For the same reason, the Internet is
called “robust yet fragile” [32] or “Achilles’ heel” [29].

Scale-free networks also have small-world properties. In
small-world networks, the diameter or the mean hop distance
between the nodes scales with the system size (or the number
of network nodes) N logarithmically, i.e., d � ln N . The scale-
free networks with 2 < � < 3 have a much smaller diameter
and can be named ultrasmall networks [33], behaving as
d � ln ln N . When � … 3 and m � 2, d behaves as
d � ln N= ln ln N . However, when m … 1 and � … 3, the
Barabási-Albert model turns into a tree, and d � ln N is
obtained. Also, when � > 3, the diameter behaves logarith-
mically as d � ln N . These relationships are summarized in
Table 1. Since the speed/efficiency of search algorithms
strongly depend on the average shortest path, scale-free
networks have much better performance in a search than
other random networks.

3.1 The Cutoff
One of the important characteristics of scale-free networks
is the natural cutoff on the degree (or the maximum degree)
due to finite-size effects. Natural cutoff can be defined as
[34] the value of the degree above which one expects to find
at most one vertex, i.e.,

N
Z1

knc

P ðkÞdk � 1: ð1Þ

By using the degree distribution for the scale-free network
and the exact form of probability distribution (i.e.,
P ðkÞ … ð� � 1Þm��1=k�), one obtains

kncðNÞ � mN1=ð��1Þ; ð2Þ

which is known as the natural cutoff of the network. The
scaling of the natural cutoff can also be calculated by using
the extreme-value theory [35]. For the scale-free networks
generated by the PA model ð� … 3Þ, the natural cutoff
becomes kncðNÞ � m

�����
N

p
.

3.2 Preferential Attachment with Hard Cutoffs
The natural cutoff may not be always attainable for most of
the scale-free networks due to technical reasons. One main
reason is that the network might have limitations on the

number of links the nodes can have. This is especially
important for P2P networks in which nodes cannot possibly
connect many other nodes. This requires putting an artificial
or hard cutoff kc to the number of links one node might have.

In order to implement the hard cutoff in PA, we simply did
not allow nodes to have links more than a fixed hard cutoff
value during the attachment process. This modified method
generates a scale-free network in which there are many nodes
with degree fixed to a hard cutoff instead of a few very high
degree hubs and the degree distribution still decays in a
power-law fashion. The degree distribution of the PA model
with cutoff is slightly different than that of PA without a
cutoff in terms of exponent and an accumulation of nodes
with degree equal to the hard cutoff. The PA model, in its
original form, has a degree distribution exponent � … 3 for
very large networks. However, when a hard cutoff is
imposed, it is observed that the absolute value of the degree
distribution exponent decreases as in Fig. 1b.

One can use the master-equation [36] approach to
analyze the effects of the hard cutoff on the topological
characteristics. We grow the network by introducing new
nodes one by one for simplicity. Each new node links to m
earlier nodes in the network. The probability that the new
node attaches to a previous node of degree k is defined to be
Ak=A, where Ak is the rate of attachment to a previous node,
and this rate depends only on the degree of the target
node, while A …

Pkc�1
k…m AkNk is the total rate for all events,

and Nk is the number of nodes of degree k in the network.
Thus, Ak=A equals the probability for the newly introduced
node to attach to a node of degree k. The new feature that we
study is the effect of a hard cutoff in the degree of each node.
Once the degree of a node reaches kc, it is defined to become
inert so that no further attachment to this node can occur.
Thus, only nodes with degrees k … m, m þ 1; . . . ; kc � 1 are
active. This restriction is the source of the cutoff in the
definition of the total attachment rate. We now study the
degree distribution, NkðNÞ, as a function of the cutoff kc and
the total number of nodes in the network N .

The master equations for the degree distribution can be
written by using the fact that Nk is proportional to N , and
thus, Nk ! Nnk and A ! �N as

nk …
� mnm

� þ 1; k … m;
ðk�1Þnk�1�knk

� ; k … m þ 1; . . . ; kc � 1;
ðkc�1Þnkc�1

� ; k … kc:

8
><

>:
ð3Þ

By the nature of these equations, it is evident that nkc is of a
different order than nk with k < kc. Starting with the
solution nm … �=ðm þ �Þ, we can find nk by subsequent
substitutions. This recursive approach gives us a chance to
write nk values as products [36], and by converting these
products into Euler gamma functions, we show that nkc

scales as k�� , while for k < kc, nk scales as k�ð�þ1Þ. We can
obtain the coefficient � in A … �N self-consistently from
A …

Pkc�1
k…m Aknk � �N , or equivalently, � …

Pkc�1
k…m Aknk. By

rewriting the sum above as a difference between two sums
with limits from the minimum degree to 1 and from cutoff
to 1 and by taking asymptotic limits [37] of large N and kc,
we get

� ! 2 �
2m
kc

: ð4Þ
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This result shows that nk � k�ð3�2m=kcÞ for k < kc and
nkc � k�ð2�2m=kcÞ

c , confirming the change we observe in the
degree distribution exponent, as in Fig. 1b, for which we
rescaled the above equation with respect to the maximum
exponent one can get for this system size, which is
around 2.85.

3.3 Configuration Model (CM)
Given that the PA model yields lower degree distribution
exponents as the hard cutoff reduces, we were motivated to
work on the generation of power-law networks with
different exponents. In this manner, the spikes at the hard
cutoff value in Fig. 1a can be prevented, and a smooth power-
law distribution of degrees can be obtained. For this reason,
modified PA models such as nonlinear PA [36], dynamic
edge-rewiring, [5], and fitness models [38] have been
proposed. Here, we use the CM with a predefined degree
distribution to generate a static scale-free network [39].

CM was introduced as an algorithm to generate uncorre-
lated random networks with a given degree distribution. In
CM, the vertices of the graph are assigned a fixed sequence of
degrees fkigN

i…1, m � ki � kc, where typically kc … N , chosen
at random from the desired degree distribution P ðkÞ and

with the additional constraint that the
P

i ki must be even.
Then, pairs of nodes are chosen randomly and connected by
undirected edges. This model generates a network with the
expected degree distribution and no degree correlations;
however, it allows self-loops and multiple connections when
it is implemented as described above. It was proved in [35]
that the number of multiple connections when the maximum
degree is fixed to the system size, i.e., kc … N , scales with the
system size N as N3�� ln N . Since we work with hard cutoff
values typically less than the natural cutoff, the number of
multiple links is much less than the original CM for which
kc … N [40]. After this procedure, we simply delete the
multiple connections and self-loops from the network, which
gives a very marginal error in the degree distribution
exponent. Deleting this discrepancies also causes some very
negligible number of nodes in the network to have degrees
less than the fixed minimum degree ðmÞ value (even zero), as
seen in Figs. 2a and 2b. One other characteristic of the CM is
that the network is not a connected network when m … 1, i.e.,
it has disconnected clusters (or components). For m > 1, the
network is most likely connected, having one giant compo-
nent including all the nodes.
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Fig. 2. Degree distributions for CM, HAPA, and DAPA. (a) CM ð� … 2:2Þ. (b) CM ð� … 3Þ. (c) HAPA (no cutoff). (d) HAPA ðkc … 10Þ. (e) DAPA (m … 1,
no cutoff ). (f) DAPA ðm … 1; kc … 10Þ. (g) DAPA (m … 3, no cutoff). (h) DAPA ðm … 3; kc … 10Þ. (i) DAPA (� versus kc).
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