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Abstract

The Internet’s simple design resulted in huge success in basic telecommunication
services. However, the current Internet architecture has failed in terms of introduc-
ing many innovative technologies as end-to-end (E2E) services such as multicasting,
guaranteed quality of services (QoS) and many others. We argue that contracting
over static service level agreements (SLA) and point-to-anywhere service definitions
are the main reasons behind this failure. In that sense, the Internet architecture needs
major shifts since it neither allows (i) users to indicate their value choices at sufficient
granularity nor (ii) providers to manage risks involved in investment for new innova-
tive QoS technologies and business relationships with other providers as well as users.
To allow these much needed economic flexibilities, we introduce contract-switching as
a new paradigm for the design of future Internet architecture. In this work, we imple-
ment contract-routing framework with specific focus on long-term contracted services
in Link State Contract Routing scheme. Our work shows that E2e guaranteed QoS
services can be achieved in routing over contracted edge-to-edge service abstractions

which are built on today’s popular protocols with reasonable protocol overhead.
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60
We construct the correlation information among the G2G contracts as a square

matrix of overlapping links. Each entry of p¥ reflects the overall effect of flow i on
flow 7 which is the result of the contention that takes place on common links that
two flows overlap on their E2E paths. Contention becomes severe if a race condition
exists between flows for limited bandwidth on a link. We model this contention as
being dominated by the severity of contention at the bottleneck link on the G2G
path. Thus, we pick the severity of contention on the most utilized common link as
the indicator of the correlation between the two overlapping flows.

In our calculation, we also reflect the utilization level of bottleneck link as an
indicator of severity of race condition among the flows.

Also, we consider the asymmetric characteristic of the overlaps arising due to
the amount of individual traffic which are not necessarily equal. So, the effect of flow
1 on flow j, is not necessarily equal to the effect of flow j on flow i. In that sense, the
effect of flow ¢ on j is proportional to the ratio of traffic that flow i generates to the
overall traffic generated by this flow pair.

Thus, we model the correlation between flows ¢ and j as:

. T:
K :Uzn X -
P link (Ti+Tj>

where 7; is the portion of bandwidth that flow £ can have according to max-min
fair share among all flows passing through the common bottleneck link, and U, is
the utilization of the bottleneck link. To calculate 7, for flow k, first we calculate
bandwidth distribution over every single link using E2E demand for flow & (i.e., u¥)
and the available link capacities (i.e., Cyxn). More specifically, on the common

bottleneck link, we distribute the available capacity to all passing flows according to
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max-min fair share. Then, we distributed the excess capacity evenly across all the

flows until no excess capacity is left on the link. This strategy makes 7, being the

minimum capacity allocated to flow k& over all links it passes through.

Determining BFC Terms

Once we have above mentioned models for traffic demand, bandwidth supply and
correlation among traffic flows, we build our pricing mechanism so as to calculate risk-
neutral prices for pricing our bailout forward contracts. Beside risk-neutral prices, we
also determine bailout clauses for BFCs. We run our simulations 1000 times and for
each edge-to-edge path, we pick the 15th percentile of available bandwidth capacity of
edge-to-edge path as the bailout clause for contract links defined on that edge-to-edge
path. According to that, if edge-to-edge bandwidth capacity goes below that level,

then provider bails out the contract.

Network Performance

Table 5.5 and 5.6 give the fraction of bailout contracts after topology changes upon
link failure scenarios for 6 Rocketfuel topologies. As seen in results, for all topologies
contract links are robust to topology changes over 85% of the time. Robustness values
are slightly higher for well-engineered topologies (e.g. Sprint and Tiscali) than the
hub-and-spoke topologies (e.g. Exodus and Ebone). It is important to note that route
restoration in our model is limited to what OSPF is capable of. Considering advanced
restoration, fast rerouting, tunneling and traffic engineered back up path technologies
which can achieve network stability under 100 miliseconds, contract link robustness
and performance under OSPF restoration case can be considered as a lower bound.

Having said that, even under OSPF restoration case, contract links are robust and
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robust enough to be profitable and efficient to be used in multi-hop contract path

establishments.

Economic Perspective

At this stage of our research, we focus specifically on network performance of contract-
routing protocol. However, we want to share some significant simulation results for
our economic model in short. First of all, we run our pricing and demand-supply pro-
jection models on Exodus topology only. We specifically focus on price segmentation

and economic feasibility of contract link definitions.

Multiple g2g Forward Prices

180
1801
1401
1201
B8O
60
40
I
0 L e B e
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Forward price($) with TH=15%
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Figure 5.1: Price Segmentation

In Figure 5.1, we plot the forward prices of 372 contract links of Exodus topol-
ogy in a histogram. As the histogram suggests, although there is variability in the
forward prices across the set of paths, many of the paths pick a forward price in a
similar range, in this case approximately around 0.25. This suggests that a distinct
forward price for each of the thousands of G2G paths in a topology may be an overkill,
and hence, directs us to a much desired simplicity in the forward pricing structure.

Figure 5.2 summarizes the comparison of loss in revenue and fraction of paths



Case

Expected Total

Mean Bailout

Revenue Fraction
Artificial No Bailout or Failure Case 95,7464 0
Base Case Bailout Scenario 80.43655 0.16403
Bailouts in Failure Mode 1 78.98833 0.16505355
Bailouts in Failure Mode 2 281.34074 0.163980054
Bailouts in Failure Mode 3 80.98213 0.16676308

Figure 5.2: Revenue Analysis

63

bailing out in the four scenarios - the base case and the three failure modes. For

these failure modes, we select the scenarios where the most loaded link of the given

topology is failed. There is only a small increase in the fraction of paths bailing out

in the failure modes, as well as only a small reduction in revenue from the base case.

This is supporting evidence for the robustness of the BFC framework.

Bailout Frequency of Each Flow in Multiple g2g (No failure)
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Figure 5.3: Number of times Contract Links Bailout

200
g2g Flow
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Bailout characteristics are the next important feature to study to evaluate the

BFC framework. We plot the fraction of 372 G2G paths bailing out in 1000 runs of

simulation in a histogram in Figure 5.4. The mean fraction of G2G paths bailing out

from this histogram is 0.16403, or 16.4%. To highlight which specific paths bail out
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Figure 5.4: Bailout Histogram for Exodus topology
in these simulation runs, we also plot the number of times each link bails out in the
1000 runs of simulation in Figure 5.3. There are a few paths that clearly stand out
in bailing out most frequently, marking the ‘skyline’, while most of the paths cluster
in the bottom. Another important measure of performance is how much revenue is

lost when the BFC on a G2G path bails out.

Table 5.3: Rocketfuel-based router-level ISP topologies.

ISP # of Failed | # of Selected G2G
Links Flows
Abovenet 290 454
Ebone 170 390
Exodus 160 372
Sprintlink 494 1456
Telstra 134 742
Tiscali 333 1484

In this subsection we investigate how robust contract link definition is under
intra-domain topology simulations of 6 Rocketfuel topologies and we see that contract
link definition is a robust and economically feasible tool to deploy. In the following
subsections, we will investigate contract-routing behavior in an inter-domain topology

level whose setup is described in Subsection 5.1.2.
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Figure 5.5: Contract Link Robustness (# of simulations vs ratio of bailing out con-
tracts)

5.2.2 QoS vs Reachability Tradeoff

Contract term is a significant parameter on pricing calculations and risk segmentation.
Degree of future unpredictability and risks of commitment made by contract link vary
with the duration of contract term. Beside these theoretical well-known roles, another
interesting question arises is that: How does the contract terms affect the contract-

routing performance? To evaluate contract term effects on system performance, we
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Figure 5.6: Contract Link Robustness (# of simulations vs ratio of bailing out con-
tracts)

decide to run our simulations for high load cases where traffic demand is well over
network capacity. The reason for this decision is two-fold, first system behavior
is magnified under extreme cases so that it revealed itself easily and the second
one is that we predict that in such a Contract Switched Market both providers and
customers behave opportunistically so it can be expected that there may be times

where providers prefer operating at low supply (or high utilization) level cases.
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Figure 5.7: QoS vs Reachability Dilemma under High Load: QoS Performance
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Figure 5.8: QoS vs Reachability Dilemma under High Load: Unreachable Prefixes

As Figure 5.7 depicts, for all duration of contract terms, contract-routing over-
performs BGP in terms of bandwidth capacity of paths which traffic flows take (even
at the case of extreme 10 minutes contract term). Actually these results are not
surprising since BGP is constrained within shortest path criterion whereas contract-
routing can explore relatively low utilized paths and can make load balancing over
multiple paths.

Another important result is that Figure 5.8 in combined with Figure 5.7 shows
that as contract term gets longer, contract-routing becomes more able to sustain
higher QoS levels. But as contract term gets longer, edge-to-edge capacity reserved
by established contract paths increase and as a result of that it gets harder for a con-
tract router to establish new contract paths due to increasing number of unreachable

destinations.

5.2.3 Price Convergence

Another effect of contract term is that as contract term gets longer, it takes more

time for the market to reach price stability. According to Figure 5.9, price instability
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Figure 5.9: Price Stability
represented by coefficient of variation of contract link prices are higher for 1 hour long
contract term than 10 minutes contract term. It can be said that shorter contract
terms allow more interactions so that market quickly explores stable resource and

price arrangements.

5.2.4 Protocol Overhead
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Figure 5.10: Contract Routing Message Overhead (c for high load and nc for moderate
load)

One of the important characteristics of a routing protocol is messaging over-
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head. To compare messaging overhead of contract routing, we plot the ratio of number

of link state update messages of contract routing to the number of BGP update mes-
sages. For both high load and moderate load cases as seen in Figure 5.10, as contract
term gets longer messaging overhead decreases. For extreme 10 minutes long con-
tracts, messaging overhead could be as high as 5 times of number of BGP update
messages. For all other cases, messaging overhead is well under 2.5 times of what
BGP incurs. For moderate load, they are only a fraction of the number of BGP
update messages.

Contract Routing deviates from shortest path routing so as to discover more
adventageous end-to-end paths in terms of better quality (or less cost). To investigate
this deviation quantitatively, we simulate both moderate and high load cases and

compare the length of BGP routed shortest paths with length of established contract

paths.

25 T T T T T

—o—10 min

Deviation %

10 20 30 40 50 60 70
Hours

Figure 5.11: Path Length Comparison: High Load

As seen in Figure 5.11, contract-routing may deviate up to 20% from shortest
path. As contract term gets longer, deviation is increased. Here, 10 minutes contract

term can be described as outlier since all 24 hours, 8 hours and 1 hour contract
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term behaviors are in parallel. Since shorter contract terms lead quick stabilization
of the system, with shorter contract term contract-routing becomes more capable
of discovering shorter paths among contract paths with similar quality in terms of
bandwidth capacity and with similar cost. This behavior reveals itself in decreasing

path length characteristics as well as price stabilization.

30
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Figure 5.12: Path Length Comparison: Moderate Load

For moderate load cases as seen in Figure 5.12; deviation pattern is reversed.
So, as contract term gets longer, deviation is increased again up to 20%. This is due
to our greedy proactive contracting function which leads over-contracting in favor of

uninterrupted QoS level for end-to-end services.
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Chapter 6

Discussion

In a market where provider compensation is not defined in proportional to provider
investments and contribution, service providers will not be willing to make new in-
vestments on innovative QoS technologies. Current Internet architecture with point-
to-anywhere service definition and static contracting mechanisms could not provide
flexible provider compensation models to overcome the above problem. Contract-
Switching approach introduces dynamic contracting mechanisms so as to create a
market where both customers and providers benefit from their increased expression
power of choices and preferences.

In this work, our greatest contribution is that we showed that end-to-end guar-
anteed QoS services can be achieved through contract link abstractions which are built
on today’s popular protocols and current Internet technologies. Our simulation re-
sults show that contract links are robust even in case of drastic topology changes
and major network element failures. Moreover, our economic analysis on Bailout
Forward Contracts reveals that routing over contract links is economically feasible.

Furthermore, we also implement and evaluate performance of Link State Contract
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Routing (LSCR) protocol for macro time-level contract terms (e.g. hours and up to

weeks). We showed that routing over contract links with LSCR can be achieved with
reasonable messaging overhead and with limited deviation from shortest path routing
efficiency.

For our future work, we first plan to implement Path Vector Contract Routing
(PVCR) protocol for micro time-level contract terms (e.g. as short as minutes and up
to hours). We first have to show that satisfactory route availability and end-to-end
quality of service can be achieved in such a dynamic framework with on-demand and
on-line manner within micro-level durations. Then, our next step is to show that
through interplay of concurrently running PVCR and LSCR protocols, realistic user
demand for guaranteed end-to-end QoS services could be met in Contract-Switching
architecture feasibly. One additional future task is to demonstrate that LSCR proto-
col converges within expected time span (tens-of-minutes) in a larger set of realistic
inter-domain topology.

Our ultimate goal is to examine Contract-Switched Market where dynamic
contracting schemes are well adapted and both customers and providers interact in a
well structured market model. Such a market will be definitely much different than
today’s Internet market. Our research differs from other future Internet architecture
proposals with the introduction and involvement of well-described economic tools
and incentivizing mechanisms for structural change. So, we think that our approach
will contribute the discussions on future Internet architecture and economic models

supporting such a market.
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