access control systems). Bio-
metrics consists of methods
for uniquely recognizing
humans based on one or
more intrinsic physical or
behavioral traits. Biometric
identifiers are the distinctive,
measurable characteristics
used to identify individuals.
The two categories of bio-
metric identifiers include

joral characteristics. Physio-
logical characteristics are
related to the shape of the
body and include, but are
not limited to, fingerprint,
face pattern, DNA, palm
print, hand geometry, iris/

hysiological and behav-
phy: g gm
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retina pattern, and odor. 7
Behavioral characteristics
are related to the behavior
of a person, including but
not limited to typing rhythm,
gait, and voice.

Another recent trend,
gesture recognition appli-
cations, which were ear-
lier confined to research
labs, are now seeing com-
mercial success. Recent
advances in HMI, such
as gesture recognition by
Microsoft’s Kinect or speech recognition
by Apple’s Siri or Intel’s Perceptual Com-
puting initiative, are currently redefining
the way we interact with machines,
seeking to enhance HMI and enabling
ubiquitous perception through image/
speech/gesture/location recognition.
Although unlike biometric security sys-
tems that store biometrics specific to the
enrolled individual, gesture- or voice-
based HMI systems may not be required
to store any PII. On the other hand, the
definition of PII is becoming broader
and wider. This is because a broad range
of factors can be used to uniquely iden-
tify an individual. Therefore, these sys-
tems inevitably raise privacy concerns.

For example, Microsoft Kinect recog-
nizes someone it has seen before by
body shape, so there’s no need to log
into the system each time a game is
played. Tt knows your right hand from
your left and can distinguish between
two players even when their paths cross.
It is easy for such systems to collect user
information and use that information for
marketing, tracking, or improving ges-
ture recognition algorithms.

Medical applications that collect bio-
metric information such as heart rate,
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Fig. 1 The biometric systems architecture.

and body temperature are now becom-
ing ubiquitous. Patient information is
often stored in the “cloud” and shared
across health-care providers. The
healthcare industry is undergoing a sig-
nificant change in its approach and use
of information processing technologies.
Secure and reliable wireless networks
are emerging as a means to improve
patient relationships while enabling
more point-of-care access to critical
medical information, reducing the prob-
ability of medical errors. This empha-
sizes the need for wireless health
solutions that can capture and deliver
medical device data to integrated por-
tals or databases from wireless medical
devices for storage. Designing and
deploying such a solution that deals
with something as private as health
information requires security to be built
in the design phase as opposed to
being an afterthought.

Affective computing is the study and
development of systems and devices that
can recognize, interpret, process, and
simulate human emotions. For example,
a microphone captures and analyzes the
user’s voice for stress levels while a
video camera captures the user’s facial

-Remote-
Signal Processing,
Feature Extraction,
and Representation

)

expressions. Biometrics plays an impor-
tant role in enabling affective computing
applications. For example, companies
are using neuromarketing research ser-
vices to measure consumer thoughts
on their advertisements or products.
Neuromarketing research seeks to mea-
sure brain activity, emotional response,
heart rate change, and galvanic skin
response, which are, in general, biomet-
ric characteristics.

How hiometrics work

Biometric systems, as depicted in
Fig. 1, usually consist of components that
include a sensor that captures the biomet-
ric data, where the sensor may be associ-
ated with a computer that reads, stores, or
analyzes the biometric data; a mechanism
to transfer the processed or unprocessed
biometric data to a local or remote data-
base; and a local or a remote database that
stores the biometric data. Any human
physiological and/or behavioral character-
istic can be used as a biometric character-
istic as long as it satisfies the requirements
of universality, distinctiveness, perma-
nence, collectability, performance, accept-
ability, and circumvention. These
requirements are explained in Table 1.
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Table 1. Biometric characteristic requirements.

Universality

Distinctiveness
characteristic.

Each person should have the characteristic.

Any two persons should be sufficiently different in terms of the

The characteristic should be sufficiently invariant (with respect to the

Permanence

matching criterion) over a period of time.
Collectability The characteristic can be measured quantitatively.
Performance

Refers to the achievable recognition accuracy and speed, the resources

required to achieve the desired recognition accuracy and speed, as well
as the operational and environmental factors that affect the accuracy and

speed.

Acceptability

Indicates the extent to which people are willing to accept the use of a

particular biometric identifier (characteristic) in their daily lives.

Circumvention

Capture
Biometric
Sample

Fig. 2 The enrollment/storage stage.

Reflects how easily the system can be fooled using fraudulent methods.

Feature Extraction/
Template
Generation

Template

Storage

Capture
; : Pre-
Biometric .
Processing
Sample

Fig. 3 The comparison/decision stage.

Biometric identification or authentica-
tion systems must ensure that all the previ-
ously mentioned requirements are satistied
to perform the following three steps:

1D Enrollment: The first time the
individual uses the biometric system, it
records information about the user such
as identification number and name.
It also captures the user’s biometric
sample. (See Fig. 2.)

2) Storage: The biometric system
analyzes the captured biometric sample,
translates it into a code or a graph via
feature extraction, and stores the result-
ing biometric template. (See Fig. 2.)

3) Comparison/verification/decision:
The next time the individual uses the
biometric system, it captures the indi-
vidual’s biometric sample, translates it to
a biometric template, and compares this
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biometric template to the individual’s
biometric template that was stored
during enrollment. Then, it either
accepts or rejects that the user is who he
or she claims to be. (See Fig. 3.
Biometric systems that perform ges-
ture recognition also incorporate the
same three steps mentioned earlier. But
in general, gesture recognition systems
are not designed to recognize a specific
individual’s gesture but to recognize the
specific gesture the users may exhibit.
Medical applications or affective com-
puting applications that collect biometric
data like heart rate and body tempera-
ture will usually incorporate steps 1 and
2 mentioned earlier. Step 3, in this case,
may involve analyzing the biometric data
to cognize the individual’s health or
emotional status. To summarize, gesture

recognition and medical and related
applications of biometrics require the
biometric characteristic to exhibit uni-
versality, permanence, collectability, per-
formance, and acceptability but not
distinctiveness and circumvention. The
biometric characteristics requirements
versus applications relationship is pre-
sented for reference in Table 2.

Security patterns for
biometric HMI schemes

In general, much literature is avail-
able, both in industry and academia,
on the strengths and weaknesses of
biometric schemes. Biometrics has
numerous strengths when compared to
other authentication or HMI schemes.
Biometric identifiers are unique, are
always with you (unlike a key or smart
card), and are well suited for multifac-
tor authentication that provides for
greater security and high quality pro-
tection. Concerns regarding identity
theft are less likely since there is no
SSN/PIN involved.

While providing highly reliable iden-
tification and identity verification mecha-
nisms, biometrics schemes can also
support anonymity in applications such
as biometric voting systems. Technology
has advanced so much that it is easy to
acquire accurate and robust individual
biometric identities while computing
and sensors are becoming cheaper,
ubiquitous, and perceptual. Biometric
HMI schemes use body/gestures/voice
to communicate easily and more natu-
rally with the devices that surround us.
Biometric schemes also have inherent
weaknesses. Mainly, biometric informa-
tion like the face of a person cannot be
reissued, unlike old passwords or tokens.
Biometrics, if compromised, can never
be practically replaced and is compro-
mised forever.

The confidentiality, integrity, and
availability triad, along with the extended
key concepts of information security, are
explained in Table 3. These key con-
cepts of information security are appli-
cable to biometrics schemes as well.

A mapping of the key concepts of
information security to the key require-
ments of biometric characteristics is pre-
sented in Table 4. This mapping is useful
to visualize the need for securing bio-
metric data and demonstrate the correla-
tion between key information security
concepts and key requirements of bio-
metric characteristics. For example, con-
fidentiality enables acceptability while
integrity is enabled by permanence.

IEEE POTENTIALS



Figure 4 attempts to depict the attack
vectors on a biometric system. The
device at the user’s end comprises vari-
ous layers that include user experience,
applications, middleware, operating
system (OS), drivers, and hardware.
Each of these layers may have security
flaws that may lead to a compromise of
the user’s biometric sample or template.
The acquired biometric template may
be transported to a local or remote
database via the Internet or a local area
network (LAN). This presents additional
challenges to template protection.
Finally, the template has to be either
stored in the database for future use or
processed further.

Each of these stages needs to be
designed with security in mind to deliver
a trustworthy and robust user experi-
ence. With this in mind, important secu-
rity patterns that can be incorporated
while developing applications that deal
with gesture and/or biometrics are high-
lighted in this section. Even though, the
list of security patterns mentioned is by
no means comprehensive (due to this
evolving area with immense application
possibilities), it serves the purpose of
highlighting certain important security
patterns relevant to biometric and/or
gesture recognition applications to serve
as reference material for software archi-
tects/developers involved in this area.

As described by Christopher Alexan-
der, an architect noted for his theories
about design, each pattern describes a
problem that occurs over and over again
in our environment, and he then describes
the core solution to that problem in such
a way that you can use the solution a mil-
lion times over, without ever doing it the
same way twice. In terms of security,
these problems and solutions translate to
threats and mitigations respectively. The
asset that we are trying to protect is
of course the biometric sample or the
template. Additionally, if it is a biometric

IDENTIFYING THE ASSETS,
KNOWING THE THREATS,
INCORPORATING SECURITY
INTO THE DEVELOPMENT

PROCESS, AND SECURING
THE APPLICATION ARE THE
KEY INGREDIENTS TO SECURE
BIOMETRIC HMI SCHEMES.

security scheme, we are also trying to
protect the asset that requires access by
biometric authentication or authorization.

The threats to biometric schemes can, in
general, be categorized under the STRIDE
approach, as explained in Tables 5 and 6.

Attack complexity is categorized as
high, medium, or low. An attack with
high complexity is difficult to imple-
ment, while an attack with low complex-
ity is relatively easier to implement.
Similarly, attack impact is also classified
as high, medium, or low. An attack
having a high impact means severe/det-
rimental consequences, while an attack
with a low impact may not have such
severe/detrimental consequences. It is
interesting to note that although most of
the attack impacts fall under the “high”
category, a majority are associated with
“low” attack complexity. This means that
although the attack is relatively easier to

Table 2. Biometric characteristic requirements

versus applications.

Identification/ Medical Gesture Affective
Requirements Authentication Applications Recognition Computing
Universality X X X X
Distinctiveness X
Permanence X X X X
Collectability X X X X
Performance X X X X
Acceptability X X X X

X

Circumvention

Table 3. Key concepts in information security.

Confidentiality

Prevent disclosure of biometric to unauthorized individuals or systems.

Integrity Biometric cannot be modified undetectably.
Availability Biometric must be available when needed.
Authenticity Ensure the genuineness of biometric.

Possession or

control confidentiality.

Utility
usable form.

Nonrepudiation

Loss of possession or control of biometric but does not breach

Concept of usefulness, biometric must be not only available but also in a

User cannot deny having used his or her biometric.

Table 4. Key concepts in information security versus biometric characteristic requirements.

Universality

Distinctiveness Permanence

Collectability

Performance

Confidentiality

Integrity

Availability X

Authenticity X
Possession

Utility X

Nonrepudiation X
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Acceptability Circumvention
X
X
X
X X
X
X
X
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Fig. 4 Attack vectors on a biometric system.

implement, it has severe/detrimental
consequences to the individual or the
service provider, thus reinforcing the
need to incorporate security patterns in
biometric HMI schemes.

These security patterns are relevant,
and in some way unique, to biometrics.
Although not explicitly captured in the
security patterns highlighted in this sec-
tion, incorporating secure design prac-
tices with respect to cryptography, as
discussed on the Open Web Application
Security Project by Kenan et. al, is equally
critical. Widely understood cryptographic
practices include: storing cryptographic
keys securely, restricting access to the
cryptographic keys to the smallest
amount of users possible, encrypting the
cryptographic keys using key encrypting
key while storing, using widely accepted
implementations of strong cryptographic
algorithms instead of implementing an
existing cryptographic algorithm on your
own, choosing well understood and
strong cryptographic modes for encryp-
tion (e.g., cipher block chaining),

Table 5. The STRIDE
approach for threat modeling.

S = Spoofing | = Information disclosure

T = Tampering D = Denial of service

R = Repudiation E = Elevation of privilege
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employing cryptography based on indus-
try tested and accepted algorithms, along
with strong key lengths and proper key-
management practices and following
established procedures while managing
cryptographic keys.

The way ahead

Identifying the assets, knowing the
threats, incorporating security into the
development process, and securing
the application are the key ingredients to
secure biometric HMI schemes. With this
in mind, we highlight important security
patterns that can be incorporated while
developing applications that process and
store biometrics. Although key security
patterns as applicable to biometrics are
included in this article, it is also neces-
sary to highlight the several challenges
faced by designers and developers of
biometric HMI applications while seek-
ing to successfully adhere to the above
mentioned security patterns.

For instance, determining the optimal
threshold to minimize the false accep-
tance rate (FAR) and false rejection rate
(FRR) requires careful tradeoffs. If not
correctly calculated, it can lead to
increased false acceptance or denial of
service to legitimate users. Fully homo-
morphic encryption schemes to perform
secure biometric computations are not
yet computationally feasible. According

Server Can Be

Compromised

Remote
Database/
Verification

Server

to Bruce Schneier, Moore’s law calcu-
lates that it would be 40 years before that
homomorphic search would be as effi-
cient as a search today. The fact that bio-
metrics are not hashable is a bigger
weakness than is apparent. In reality, we
have to assume that a biometric will be
compromised no matter how good an
encryption system is used. In such a situ-
ation, we can only talk about mitigations
when we fully address the problem of
how to recover from a compromise, not
how to prevent a compromise.

What does it really mean to compro-
mise a biometric? What does revocation
really mean in the context of a biomet-
ric? Why is the fact that biometrics
cannot be replaced a problem? These
are issues that go beyond measures
taken to secure a biometric database
because biometric characteristics are
largely immutable, resulting in perma-
nent biometric compromise when a tem-
plate is stolen. In this context, we take a
look at current trends, challenges, and
opportunities dealing with secure wide-
spread adoption of biometric HMI
schemes, which can be broadly classi-
fied into three categories: technology
and infrastructure, policy and compli-
ance, and social engineering.

Although not explicitly mentioned, as
is required for the success of any other
technology, a secure widespread
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duplicate, share, and distribute biometrics
compared to passwords.

Cancelable biometrics

From a privacy perspective, concerns
against the use of biometrics arise due to
the possibility of a compromise. The con-
cept of cancelable biometrics was intro-
duced to enable a biometric template to
be canceled and to be revoked like a
password, as well as being unique to
every application. Cancelable biometrics
require storage of the distorted version of
the biometric template, which provides a
high privacy level by allowing multiple
templates to be associated with the same
biometric data. This helps to promote the
nonlinkability of a user’s biometric data
stored across various databases. Biomet-
ric salting and noninvertible transforms
are well-known methods to enable can-
celable biometrics.

Multifactor authentication

Biometrics support true multifactor
authentication schemes. Advances in
technology have made possible easy and
economical installations of biometric
authentication devices to enable multi-
factor authentication, for example, fin-
gerprint scans combined with passwords,
smart cards, or even mobile phones. Not
relying on biometrics as a sole factor and
using it as part of multifactor authentica-
tion may be a better solution to balance
“false negatives” and “false positives”
while providing a certain level of resis-
tance against fake biometrics.

Trusted execution and secure
communication

A trusted execution environment is a
secure area that resides in the main pro-
cessor and guarantees that sensitive data
like biometrics is stored, processed, and
protected in a trusted environ-
ment. Its ability to offer safe exe-
cution of authorized software,
known as trusted applications,
enables the trusted execution
environment to enforce protec-
tion, confidentiality, integrity,
and access rights of the data
belonging to those trusted
applications. For example, Intel
Trusted Execution Technology
(Intel TXT) is a hardware exten-
sion to some of Intel’s micropro-
cessors and respective chipsets,
intended to provide computer
users or system providers with a
higher level of trust and control
over computer systems. Along
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ADVANCES IN TECHNOLOGY
HAVE MADE POSSIBLE
EASY AND ECONOMICAL
INSTALLATIONS
OF BIOMETRIC
AUTHENTICATION DEVICES

TO ENABLE MULTIFACTOR
AUTHENTICATION, FOR
EXAMPLE, FINGERPRINT
SCANS COMBINED WITH

PASSWORDS, SMART CARDS,

OR EVEN MOBILE PHONES.

with a trusted execution environment,
a secure communication channel is
required to provide an end-to-end secu-
rity for processing and communicating
biometric data.

Common biometric
exchange format framework (CBEFF)
The CBEFF standard was developed to
provide the ability for different biometric
devices and applications to exchange
biometric information between system
components efficiently. The CBEFF
describes a set of data elements necessary
to support biometric technologies in a
common way. These data elements can
be placed in a single file used to exchange
biometric information between different
system components or between systems.
The result promotes interoperability of
biometric-based application programs
and systems developed by different
vendors by allowing biometric data

Border Security

Emotion Recognition

interchange. The CBEFF publication by
the National Institute of Standards and
Technology is a great reference to learn
more about the topic.

Sensor technologies

Authentication is often considered
secure if it is a combination of some-
thing the user knows, something the
user has, and something the user is.
These three factors may seem to no
longer cover all the aspects of secure
authentication. Factors like something
the user does (e.g., gestures), something
the user perceives (e.g., captcha), and
somewhere the user is (i.e., location) are
also becoming mainstream, leading to an
all-encompassing concept of “everything
about the user” as a key idea to secure
authentication or in some cases, anony-
mous biometric schemes, as in targeted
marketing. Sensors are fundamental to
this type of HMI and are required to
evolve accordingly.

Policy and compliance

Good policy enhances security and
will act as a deterrent to unwelcome,
inappropriate, and malicious behaviors.
There are several generally accepted
standards and frameworks for the man-
agement of information security, issued
by standards, professional, and security
organizations. For example, establishing a
well-defined policy on how organizations
should respond to a compromise of their
employee biometric data is critical to their
IT security policy. Without a clearly
defined security policy, organizations
often lack direction; security measures
are ineffective and perform below expec-
tations in relation to the security and
integrity of their information systems.
Policy is the fundamental framework of
security systems. It is a statement of
expected behaviors in support of
the organization’s objectives.

The other side of this equa-
tion is compliance. Good compli-
ance  systems support risk
management systems and deci-

Time and Attendance

sion making. They have close
correlation and are complemen-
tary to quality control systems.

Health Information

Access Controll

Fig. 5 Numerous biometric applications that can be
enabled by a smart device.

Technical compliance assists in
keeping systems current and
patched against known vulnera-
bilities and monitors systems
against defined security policies.
Compliance checking and secu-
rity assessments play a very
important role in maintaining
information systems security,
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