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Overview: Definitions and Goals

Watermark: The technique for marking property 
such that counterfeit goods are detectable. 

Copyright: Exclusive rights to copy and 
distribution of a creative work. Protects the 
expression of such work, but not the idea itself. 
Usually granted by public law.

Some Goals of Watermarking for IP Protection:

● Prevent Plagiarism
● Detect Theft or Unsanctioned Distribution
● Traceability of Leaks
● Authenticity Validation



Overview: History

Invisible Communication: Steganography, from 
Greek for “Cover Writing”, dating to at least 1000 
BC. Various examples in Greek history of 
clandestine communication using hidden 
messages.

Anti-Counterfeiting: The invention of coinage 
precipitated the invention of methods for 
differentiation of counterfeits. Paper currency 
began using watermarks as early as 1282.

Authentication: Royal Wax Seals are an example 
of this: Prove simultaneously that both the 
identity of the sender and the veracity of the 
sealed message are correct.



Desirable Watermarking Characteristics

● Permanent - Persists with file
● Transparent - Does not interfere with data
● Undeletable - Removal causes damage
● Unambiguous Detection

Optional Characteristics:

● Invisible/Imperceptible
● Statistically Undetectable



Digital Watermarking

From Wikipedia: “A digital watermark is a kind of 
marker covertly embedded in a noise-tolerant 
signal such as audio, video or image data. It is 
typically used to identify ownership of the 
copyright of such signal.”

Typical Characteristics of Digital Mediums:

● Binary Data
○ Lossy vs Lossless Compression

● Periodic Samples (Pixels, Blocks, etc)

Watermarking in Digital Mediums:

● Dispersed (homogeneous/intrinsic)
● Generally is invisible (non-perceptible)
● Does not change the size of the file

Note on Watermarking vs Fingerprinting: 
Watermarking generally is used in proving 
ownership, fingerprinting is most associated 
with traceability and forensics.



Trade-offs of Digital Watermarking

● Invisible vs Visible
○ Visible example: Logo or Icon overlaid onto 

an image.
○ Most often, an invisible watermark is 

preferred or implicit.
● Fragile vs Robust

○ Some circumstances require the 
watermark to be destroyed if the file is 
modified, a type of “checksum” to prove file 
integrity.

○ Otherwise, it is desirable for the watermark 
to persist through any tampering.



Digital Watermarking in Image Files

Spatial Domain vs Spectral Domain:

Examples of a Spatial Watermarks: 
Barcode on the image border/margin, LSB 
masking, or even literally hiding an icon or 
symbol “Where’s Waldo”-style.

Spatial (Frequency Domain) Watermarks: 
Hiding information in the frequency transform 
coefficients. Majority of solutions use this.



Spectral Domain 

Where do we place the watermark?

● Natural vision is most sensitive to 
Low-Frequency (DC) information, and less 
sensitive to High-Frequency content.

● Higher-Frequency information is removed 
or distorted by compression, 
retranscription and/or noise.

● Therefore, Mid-range is targeted for 
insertion of watermark.



DCT Watermarking: Insertion

● JPEG applies the 2D DCT to 8x8 pixel 
blocks. 

● The mid-frequency band of the DCT 
coefficient matrix is targeted for the 
watermark. (Previous Slide)

● A 2D watermark image is permuted to 
disperse its spatial relationship; this is 
then polarity-permuted with the DCT 
coefficients block.



DCT Watermarking: Detection/Extraction

● Extracting the watermark requires a copy 
of the original image, due to the nature of 
the residual mask permutation in the 
embedded process.

● XOR’ing of the DCT coefficient matrices 
produces the pseudo-random permuted 
watermark.

● Applying the inverse permutation resolves 
the original watermark.



Watermark Attacks

An “Attack” can be either an explicit attempt by a 3rd party to detect and/or remove the watermark, or 
non-malicious effects of compression, denoising, noise injection from retransmission, etc.



Common Attack Techniques

Additive Noise: Adding noise that is not within 
the visual threshold but does destroy ability for 
correlator to find watermark.

Cropping: Only capturing a subsection of the 
image. Overcome by using spread-spectrum 
additive modification.

Rotation/Scaling: Most difficult to overcome; 
may confound the correlation mechanism in the 
watermark detection scheme.

Ambiguity Attack: “Spamming” of the 
watermark preamble/sync pattern to overwhelm 
and throw off detection of the legitimate marker.

Removal Attack: Analysis, detection, separation 
and removal of the watermark from the source.

Other Methods: Jitter, Mosaic, Runtime Content 
Management



More Details and Concepts 

Further Details and Topics in Watermarking:

● Image-Adaptive Watermarking
● Blind-Capable
● Public vs Private
● Asymmetric vs Symmetric
● Audio and Text Watermarking
● Information Capacity
● Fingerprinting Physical Media
● Hardware: Silicon-level Watermarking
● Software: Compiled Binary Watermarking

Related Concepts:

● Canary Trap / Traitor Tracing
● Reversible Data Hiding
● Machine Identification Code (Yellow dots)
● 3D Object Watermarking

Conclusion of Presentation


