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Abstract—Inefficiency of addressing cybersecurity problems
can be settled by the corporations if they work in a collabo-
rative manner, exchanging security information with each other.
However, without any incentive and also due to the possibility
of information exploitation, the firms may not be willing to
share their breach/vulnerability information with the external
agencies. Hence it is crucial to understand how the firms can be
encouraged, so that they become self-enforced towards sharing
their threat intelligence, which will not only increase their own
payoff but also their peers’ too, creating a win-win situation.
In this research, we study the incentives and costs behind such
crucial information sharing and security investments made by
the firms. Specifically, a non-cooperative game between N-firms
is formulated to analyze the participating firms’ decisions about
the information sharing and security investments. We analyze
the probability of successful cyber attack using the famous dose-
response immunity model. We also design an incentive model
for CYBEX, which can incentivize/punish the firms based on
their sharing/free-riding nature in the framework. Using negative
definite Hessian condition, we find the conditions under which
the social optimal values of the coupled constraint tuple (security
investment and sharing quantity) can be found, which will
maximize the firms’ net payoff. The numerical results also verify
the existence of socially-optimal solutions for the cyber-threat
information exchange problem.

Index Terms—Cybersecurity information sharing, CYBEX,
Game theory, Dose-response immunity model

I. INTRODUCTION

Rising rate of cyber criminal activities in health, energy,
financial, retail, technology etc. sectors have posed a high-
alert among the corporations [1][2][3][4] for protecting their
proprietary assets. Therefore, information security has become
a hard constraint for them to expand their businesses around
the globe, which reveals the importance of investment on
cybersecurity. The intensity of cyber attacks may not be
completely abated with sole investment only, when the firms
do not possess the relevant actionable cyber-threat intelligence
to efficiently act at the decision event [5][6]. However, with
the cooperation from both federal as well as private companies
via exchanging their cyber-threat intelligence, the corpora-
tions can access the timely information and act wisely to
inhibit such malicious activities. Information about attackers’
tools/methodologies can relieve the risk of exploitation, pro-
vided the firms share their threat intelligence among each
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other. Cyber-threat intelligence mainly refer to their threat
indicators such as malicious reconnaissance, security vul-
nerabilities or any valuable attributes of the threat and the
corresponding defensive measures. For instance, the threat
information about an attack may contain attributes [7] such as
type of vulnerability, IP addresses and domain names, URLSs
involved with attacks, intrusion signature patterns, malware
analysis report, type of network traffic, origin information,
adversary tactics, mitigation strategies etc., so that firms can
discover the root causes of the attack instances. To thwart
cyber-criminal acts by the malevolent cyberthieves, U.S. gov-
ernment promotes threat-information sharing among the com-
panies as well as the federal agencies [8][9]. A promising set
of protocols/specifications: STIX, TAXII, CybOX, etc. [10]
have been designed for various information sharing services
such as efficient threat analysis, structured language for threat
information, secure sharing services etc.

Even though threat knowledge sharing of firms is a positive
initiative to successfully defend the cyber attacks, it can
have certain implications such as: (1) sharing of security
information with competing firms might give them a choice
to free-ride and take advantage of the shared information
without reciprocating the sharing behavior; (2) exchanging
proprietary information can be risky if rivals violate trust
and take advantage of the breach reporting firm directly or
indirectly with the help of third-party agents; (3) negative
publicity might affect their market value and stock price. Thus
appropriate incentive mechanisms for Cybersecurity Informa-
tion Exchange (CYBEX) [11] are necessary to motivate the
corporations towards threat intelligence sharing [12]. A Firm’s
selfish behavior in achieving higher gain by free-riding on
others’ threat knowledge might propagate to every other firm,
and eventually every rational firm tries to free-ride, which in
turn does not benefit anyone. Thus it is of utmost importance
to have a self-enforcement mechanism for the firms to motivate
them for exchanging their vulnerability discoveries truthfully.
Additionally, when the firms realize the benefits of information
sharing, they also need to decide how much investment to
make and how much amount of threat intelligence to share in
such non-cooperative setting.

Cybersecurity information sharing models have been in-
vestigated in the past by developing centralized microeco-
nomics models [5][13][6], that focus mostly on improving the



production efficiency. Based on nature of information assets,
the researches in [14][15] studied a 2-firms scenario on their
investment and sharing decisions. Majority of these centralized
frameworks also inherently assume the firms to be always
cooperative with each other, while in a real world scenario,
firms compete with each other for more revenue, market share,
and shareholders in a distributed and non-cooperative fashion
and they may not be willing to cooperate with each other
due to business conflicts and lack of trust [16]. In the recent
time, the research has presented increasing amount of evidence
documenting systematic and predictable deviations and expan-
sion from the classical notion of cooperation toward a more
methodical preferential notion of rationality for adaptive and
intelligent societies [17][18]. Departing from such centralized
paradigm, firms prefer to interact in a distributed and non-
cooperative fashion where they can independently decide how
much investment to make and information to share instead of
relying on an external agent’s decision. To self-enforce firms
towards sharing, an evolutionary game is modeled in our past
work [19] where CYBEX intelligently varies the participation
cost so that firms are triggered towards participation. If the
firms choose to share, the underlying challenge is to balance
the amount of shared information and security investment so
that the success probability of future cyber attack will be
reduced. This underscores the following critical questions: (1)
how much a firm should exchange out of its total discovered
information? (2) what amount of investment will be sufficient
in the presence of information exchange? (3) how CYBEX
can motivate the firms by providing incentives (in a dynamic
manner) yet make the sharing system self-sustained so that
sharing is done directly rather than through external means?
Assuming CYBEX [11] provides a secure medium to share
the threat information, we consider that it collects the shared
information from each participating firm and forwards the
aggregated information back to all participants. It also helps
to motivate and self-enforce the firms towards sharing activity
by using appropriate incentivization mechanism. Considering
the conflicts of information exchange process, we propose
a simultaneous non-cooperative game-theoretic solution to
resolve the conflict of deciding how much security investment
to be made and breach information to be shared with CYBEX
such that their expected utility is maximized. The effective-
ness of information sharing also affects the firms’ defending
ability from future cyber attacks, which is formalized using
a dose-response immunity model. Eventually, we derive the
conditions at which the firms can achieve socially-optimal
equilibrium using Hessian negative definite condition. The
simulation results also verify the existence of such equilibrium
for the distributed non-cooperative information sharing game.
The rest of the paper is organized as follows. System model
and the CYBEX self-coexistence game is formulated in Sec-
tion II. Section III, analyzes the game to find conditions under
which Nash equilibrium (NE) and the social optimality can be
achieved. The insights for CYBEX to self-motivate firms to
share more, is also detailed in this section. Section IV and V
presents the numerical results and conclusions respectively.

II. SYSTEM MODEL

Our model considers a simultaneous game between the
participating companies where the breach information is ex-
changed through CYBEX. Thus, there are no direct interac-
tions between the firms and for privacy issues, their identities
are ensured to be hidden by CYBEX while exchanging the
firms’ findings. The corporations’ strategies are twofold: in-
vestment, and vulnerability information exchange, where the
technology investment helps them to conduct more research on
the possible security breaches and the exchange strategy helps
to reciprocate the sharing nature of others. The framework re-
quires all participants to exchange their findings with CYBEX
so that everyone can get the most benefits in terms of in-
formation on vulnerabilities, loopholes, bugs, fixes, corrupted
programs etc. It is assumed that the firms have a maximum
budget of 5 to invest for security, and total £ amount of
information to share. A firm’s security investment is assumed
to benefit only itself, however the received information helps
both at the same time. Hence there is a possibility for some
firms to free-ride on others information set, which must be
prohibited to have a strategy-proof framework. CYBEX takes
part in rewarding/punishing the firms based on their sharing
attitude by via an incentive model.

A. Game Formulation

Consider a set of N corporations, denoted by N =
{1,2, ..., N}, are participating in CYBEX information sharing
framework. Assume that the firm ¢ € A/ has a total budget of
B; to invest on security and £; € N amount of information
related to a particular threat to share with CYBEX, hence
forming the following strategy set for player ¢« with sample
space in B; x L;.

Si={Ii,l;) € (Bi x L;):0<I; < Bjand 0 < I; < L;}

CYBEX collects the information set L = {ly,ls,...Ix} from
N participants and forwards the aggregated information set
(L_;) to every firm ¢ € A, which helps in improving the
robustness of firm i, characterized by F(L_;). After receiv-
ing the aggregated information set from CYBEX, the firms
evaluate the effectiveness of the played strategies through a
payoff function U, described later.

In the above described game G(N, S, U), we consider the
generic abstraction of “always rational and profit-seeking”
CYBEX as well as firms. The conflict of the corporations
in the game can be described as follows: the firms always
look for securing their systems with minimum investment and
sharing few/no breach information with CYBEX. However,
low investment may not help in discovering/fixing the security
issues, thus information sharing activity with CYBEX also
goes down. This cost-saving instance might not benefit the
firms at all, rather worsen the security issues. On the other
hand, if they make very high investment and fully share,
then the firms might not afford such a high cost in terms of
monetary value and market value. Therefore, the corporations
must choose their investments and amount of information to
share very carefully so that their net benefit will be maximized.



From the CYBEX point of view, it aims to maximize the
number of participants, because CYBEX receives a small
percentage as participation fee from each participants too.
Therefore, CYBEX’s goal is to motivate as many participants
to join in the framework and truthfully share their information,
which will self-enforce other corporations to behave in similar
way. In the next subsection, we model the firm’s payoff
function using a cost-benefit approach.

B. Utility Formulation

Table I lists the symbols and their meanings used throughout
the paper. Now we model the firms’ payoff, using several
components described in the following.

TABLE I: Symbol Table

Symbol | Description

N Total number of firms

B; Total budget for firm ¢

L; Total amount of information

I; Investment parameter

l; Sharing parameter

Vi Asset value of firm ¢

a; Reward based on 7’s sharing effectiveness
C(l;) Reputation loss function

B8 Regression parameter for DRI model

i Probability of encountering cyber attack
Cp Cost of participation in CYBEX

1) Sharing and Investment Gain: If firm ¢ decides to make
a positive investment and share its threat discoveries with
CYBEX, then it can receive two kinds of benefits: (1) direct
gain from self-investment (f;(I;)) (2) robustness benefits from
information sharing (F(L_;)). The former gain, out of invest-
ment I; < B;, can be defined as discovering various threat
attributes, system loopholes, developing patches/fixes etc. The
other firms’ shared information contributes as indirect gain
in terms of firm ¢’s security robustness, which is represented
by F(L_;). F is a function of total information shared in
the system except the considered firm’s contribution and it is
assumed that the robustness value increases as the system’s
information sharing activity rises. The other factor, so called
external incentive from CYBEX («;), also has an important
role in the gain component. This external benefit aims to self-
motivate the firms initially towards sharing more, but as the
firms are self-enforced this incentive fades away gradually. The
net benefit out of «; is scaled up with respect to the amount
of firm ¢’s shared information (I;) to provide the incentive in
proportion to its information sharing activity. Assuming ({;)
is the function to reward a firm externally based on its nature
of sharing, the generic gain function can be expressed as:

G(Si,5-1) = (cstp(ls) + F (L)) f1(Ls) (1)

The typical characteristics of investment gain function
(fr(1;)) can be as follows: the firms can benefit at a higher
rate until certain investment, however making an investment
beyond this threshold limit does not reward much. Thus it can
be modeled as a variant of logarithmic function [20] similar
to log(1 + I;). For rationality constraint, log(1 + ;) > 0,
otherwise the firms would never invest. This gain saturates
after a certain threshold and does not necessarily reward at a

high rate. As described previously, the gain from information
sharing constitutes, robustness advantage from other informa-
tion, and external incentive (a;) given by CYBEX based on its
own sharing effectiveness, which is scaled according to a linear
function 1 (l;), the joint gain out of both can be presented as:

where, ap > 0 is a simple scaling parameter that maps user
satisfaction/benefit to a dimension of the price/monitory value.
The external incentive parameter (o) is crucial from the
CYBEX’s perspective, because it is modeled to motivate the
individuals towards sharing their threat intelligence when the
system of participants have not tasted the worth of sharing.
However, when everyone is actively participating and sharing,
then the incentive should fade away to let the sharing system
self-sustained. In case of free-riding, the firm must be punished
and no incentive will be given, so that the non-cooperation will
be avoided. Therefore, the model for «; for firm ¢ can be a
function of its own sharing (I;) and the total information re-
ceived from other firms except ¢. The following mathematical
formula best capture the characteristics of («;) as described.

T+l - F(Ly)
o F(L-)

where, I' = > .\, L; is the maximum possible information
exchanged in the sharing system by all the participating firms.
L; is the maximum amount of information that firm ¢ can
share with other firms. F(L_;) = >, l;. F(L_;) represents
the aggregate information received by firm 7 and is assumed
to be an increasing function of total information shared in the
CYBEX framework. The detailed discussion of «; is described
later in Section III(B).

2) Cost Components Modeling: The information sharing
activity costs a firm in several ways: (1) loss due to open access
to protected assets, (2) reputation loss, (3) total investment,
(4) participation cost, etc. Assuming the firm ¢ has proprietary
asset of value V;, the firm’s expected loss can be p;V;, where p;
is the probability of occurrence of an attack event at that par-
ticular decision period. We model this probability as a function
of a firm’s information sharing activity and the received in-
formation from CYBEX using dose-response immunity model,
which is detailed later. The value of reputation loss for sharing
l; amount of information is presented as ((I;). The reputation
loss function is assumed to be an increasing function, which
signifies that the reputation loss of a firm varies in proportional
to its sharing activity. We assume the CYBEX participation
cost to be ¢, > 0, thereby formulating the total cost component
due to information sharing as Cs = p;V; +((1;)+1;+cp. Now,
combining the components together, the net payoff of firm
playing with strategy .S; can be expressed as:

U(SZ‘, Sfl) = ao(aili + ]:(sz)> log(l + Ii) — CS (4)

3)

Q;

C. Modeling p;

The two major factors that influence probability of cyber
attack on a firm are (1) degree of help from CYBEX (F(L_;)),



(2) amount of information it exchanges with CYBEX ({;). p; is
nothing but a risk evaluation parameter and the past researches
in the field of medical sciences [21][22] have successfully
used a method called dose-response model to quantify the
hazard/risk posed by an inoculated dose of organisms. This
model has also been applied in wireless networks [23] to
detect covert communication by attackers. In the context of
cybersecurity information sharing, [24] mentions that dose-
response function can be used as a tool for representing
uncertain events and cyber attack is one of them. Even though
modeling probability of cyber attack based on a firm’s sharing
nature is always hard, the dose-response immunity (DRI)
model can best capture the characteristics of cyber attack event
according to our requirements. To appropriately model attack
probability p;, it must satisfy the following properties:

1) If a firm does not exchange any information, then its
probability of getting attacked completely depends on
the amount of information it receives for CYBEX and
the security investment.

2) If every firm shares their information truthfully, then the
total amount of information collected at CYBEX will be
maximized and it could provide maximal benefit to each
firm. As information sharing activity is maximal, the
probability of cyber attack is expected to be diminished.

3) If CYBEX does not provide any help to the firms,
due to the fact of no firm is interested to share, the
probability of cyber attack completely depends on the
security investment of the firms (as [; = 0).

In the following, we mathematically interpret the generic DRI
model and propose an equivalent form for p; in brief.

Let the ability of a drug to recover from a disease be X;
and X5 refers the immunity power of the patient in response
to the drug. Assume an event Y € {0, 1} denotes the survival
of patient, where value 0 refers to fully survived and 1 refers
to death of the patient. If p = Pr{Y =1} =1 - Pr{Y =0},
then according to dose-response-immunity model,

logit(p) = In (p) - 37X (5)
L—p

where, X = [X1, X3]7 and B = [B1, — 32| represents the
regression vector. The negative sign is to represent the inverse
nature of dose and immunity.

In our model, the amount of information exchanged (I;) is
analogous to dose of the drug and the received information
from CYBEX is assumed to act as immune for the firm
from cyber attacks. The event ¥ = 1 refers to a failure
to defend a cyber attack and ¥ = 0 refers to successfully
defend the cyber attack in our model. We assume that X =
[In(141;), In(F(L_;))]T. We consider X; = In(1+1;) because
the probability of cyber attack may not be zero if a firm does
not share anything.

Using dose-response-immunity model given in Eqn. (5), the
probability of a cyber attack can be expressed as:

(1+1;)5

PR+ (P ©

[ represents the effectiveness of firm i’s shared informa-
tion, and [, refers to the effectiveness of others’ exchanged
information in strengthening firm i’s security.

D. Modeling Reputation Cost (¢(1;))

The reputation cost (¢(;)) is assumed to be an increasing
function in terms of total number of threat intelligence shared
with CYBEX, i.e. ¢/(l;) > 0. This emphasizes that the loss
in firms’ market value due to information exposure increases
with increasing amount of shared information. However, we
can also model this function as a convex function where, the
firms regain their reputation after a certain limit due to the
positive influence of cyber-threat exchange.

E. Optimization Problem

With the strategies and payoff model defined, the optimiza-
tion problem for the firms in this game is to decide the optimal
amount of information to share with CYBEX and the amount
of security investment to make, so that the overall payoff will
be maximized. As the payoff function of a firm is guided
by its own actions as well as the sharing action of other
players too. Hence, deciding an optimal strategy .S; requires
the other players to play optimally too, so that social optimal
equilibrium can be achieved. The optimization problem can
be presented mathematically as the following:

max U (S;, S_;)

1,1
(1+1,)V;
B (1 + li)ﬂ1 + (]:(L,i))ﬁz - C(lz) —I;, — Cp @)

subject to the constraints

III. GAME ANALYSIS

In this section, we aim to analyze the above formulated
non-cooperative game for extracting the possible equilibrium
strategy profile when it is played simultaneously among the
N players. Considering a N-firm scenario, where each of
them tries to maximize the optimization problem given in
Eqgn. (7), it can be seen that when I, > 0, the firms’
discounted gain cannot be high if they free-ride on the received
information from CYBEX. The framework ensures that when
a firm abstains from sharing, the gain received from CYBEX
decreases as free-riding is strongly discouraged in the system.
Hence the greedy nature of a firm will never lead it to achieve
a maximum reward. However, if it continuously increase the
exchange of discovered information, there is a chance it will
receive higher reward than the previous greedy scenario. The
sample numerical analysis given in Fig. 1 shows the declining
nature (blue plot) of utility when the firm tries to free-ride by
decreasing its breach sharing value from 35 to O starting at
step 6. However, if it would have shared truthfully, the payoff
could have been more than the previous case as shown in the
figure (red plot).
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Fig. 1: Payoff comparison of greedy vs sharing nature
A. Existence of Nash Equilibrium

In this section we analyze the net utility expression of the
firms to find a sufficient condition for the optimal values of
security investment and information to share, such that the net
payoff is maximized. This analysis will ensure the existence
of socially-optimal equilibrium strategy for the firms, which
will reward maximum provided every other firm plays with
their best response strategies.

Lemma 3.1: A firm will never share anything, when its
budget for security investment is null, i.e. the dominant NE
strategy of the game will be to not share any information.

Proof: When a firm does not make any security invest-
ment, i.e. I; = 0, then the gain component of net utility, as
shown in Eqn. (7), is 0. Thus the net payoff is composed on
only cost component, which will be maximized when the firm
does not share anything (I; = 0). Therefore, no sharing is
the only Nash equilibrium in this scenario. Hence security
investment is an important decision to make in the game,
otherwise the framework will not be successful. ]

The following lemma proves the conditional existence of
socially-optimal strategy profile that ensures the firms in
maximizing their utility if they adhere to their corresponding
optimal investment and amount of information to share.

Lemma 3.2: Socially-optimal strategy profile exists for the
firm ¢ if every firm invests I; and truthfully share [; breach
related discoveries with CYBEX, such that the following
condition is satisfied.
piViZ? 4+ ("(l;) 2% — 2a02 log(1 + ;) —
where, Z = F(L_;)

Proof: To prove the existence of socially-optimal strategy
profile for the firm ¢’s multi-parameter net utility function, we
need to show that there exists a tuple of security investment
(I;) and amount of information to share (I;) which will
maximize the net utility given in (7). Hence we must show
that U** is strictly concave under the coupled constraint tuple
(I;,1;). To prove the concavity nature in this game of couple
constraints, we need to check whether the Hessian of Ui’wt is
negative definite. Now differentiating Eqn. (7) with respect to
Ii7 we find

net ili L_;

oU] _ ao(agl; + F(L_;) _1 ©)
ol; 1+ 1;

Similarly, differentiating U** with respect to l;, we get

8U7wt i —d a (0] i
o = (=P elelosrl) _ iy, — /(1)
(10)

(81— v
where p} = s E((llJ:ll))ﬂf 1+ (;((ffp);;?]fg is the first order differen-

tial of the attack probability with respect to I; and ¢’(l;) > 0
is assumed earlier.
The Hessian of U*" can be represented as:

s2uret 2y net
8[2 311'51«;
H - 82Unet 82U;net (11)
o1, 0I; 8] ol?

Again differentiating the first order differentials given in
Eqn. (9) and (10) with respect to I; and [;, then substituting
in Eqn. (11), H can be re-written as,

7(10(0(1lL+]:(L71)) ao(F+2lL7]:(L7L))
H = | a2l “F L)) 2agtogiry ) et
a i— —3 aop log i /! 1"
HIFT-D) Fa-y o —piVi— )

(12)

where, assuming Z = F(L_
can be defined as:

p_ BIEPA+ )P 2[(B = 127 — (B + 1)1+ 1:)™]
b= [(1+1)Pr + 253
For H to be negative definite, the necessary and sufficient
conditions are Hi; = QL

i), second order differential of p;

a1? < 0 and determinant of Hessian

matrix must be positive, i.e. det(H) > 0. As it is obvious
Unet _ l =z .

from Eqn. (12), o = agl(il )+ ) < 0, hence satisfies

the first condition. Now, finding the determinant of 7{:

—ag(a;l; + 2) [2a0log(1 + I;)

det(H) = —piVi = ¢"(l;)

(1+1;)? Z
2 2
CLO(F + 2[1‘ — Z)
AR (13)

The determinant given in Eqn. (13) will be positive at the
optimal I; and [7, if the following condition is satisfied:

ap(Za; + l;‘)2
(Oéll;k + Z)
HViE” + (1) 2

<p{ViZ2+"(17)2% = 2a0 2 log(1 + I})
—2a9Z log(1 4 I})

ag (Zai + lj)Q

(ulf + 2)

To find the optimal value of the coupled constraint parameters
of the firm ¢ (I, '), we need to solve the first order differential
equations given in Eqn. (9) and (10) by equating them to zero.
The optimal values can be found out by solving the followings,

>0 (14)

I =ap(alf] + 2) -1

pyvir iy - T2
Z

The solutions of the above two coupled equation represent
the optimal investment and sharing valuation, that constitute
the socially-optimal strategy of player :. Hence the firms
participating in the sharing framework will receive maximum
utility if they play with their socially-optimal responses that
follow the condition (14).

Given the condition (14) holds, it is clear that the Hessian
H of U is negative definite. Thus it proves the strict

5)

aglog(l+1I7) =0 (16)



concavity nature of the utility function and the existence of
socially-optimal equilibrium point for the coupled constraint
optimization problem. ]

B. Guidance for CYBEX

As CYBEX coordinates the information exchange process
among the participating corporations, its first and foremost
goal is to self-motivate as many firms to participate in the shar-
ing framework that will create a win-win situation for both the
service-seeking firms as well as the CYBEX itself. Therefore,
CYBEX requires a robust incentive model, which can help
in motivating the firms to share if they truthfully exchange
their discoveries, whereas punish them if they try to free-
ride on others’ shared information. A robust incentive model
(a;) for CYBEX is needed that can suitably reward/punish the
firms depending on how they are contributing to the sharing
framework. If a firm shares more information whereas other
participating firms are not, then CYBEX rewards the former
firm more to keep it motivated towards sharing. However, if
it shares minimum and the rest of the firms have exchanged a
large amount of information, then this is a case of free-riding
of the former firm. In this situation, CYBEX rather punishes
with low «; value to prevent such information exploitation
scenarios. The reward of sharing effectiveness value («;) is
comparatively high when the overall system of participants
are at the initial stages and need to be motivated to share
more, whereas when the sharing system is stable and every
firm is willing to share its security information truthfully, «;
can decrease to a lower value to let the sharing framework
self-sustain. Based on the above characteristics, the following
incentive model best fits for CYBEX’s requirements and can
be represented as:

o — L'+l — F(L_;)
' F(L-i)

The following insights can be deduced to understand the
physical significance of the above equation. When, the sharing
amount (I;) of firm ¢ increases and other participants do not
share a lot i.e. F(L_;) is low then the reward «; provided
by CYBEX is high, thus motivating the firm ¢ to continue its
sharing. However, when [; is low, and F(L_;) is high, then
firm ¢ is trying to free-ride, and CYBEX rewards low «; value
to prevent such behavior.

IV. RESULTS AND DISCUSSION

Here, we present the results obtained from numerical anal-
ysis and simulations to validate our cybersecurity information
sharing model. To show the existence of socially-optimal
equilibrium security investment and information sharing strate-
gies of a firm, we used the net utility expression given in
Eqgn. (7). The regression parameters in the attack probability
model are considered as: 81 = 5,8; = 3. The reputation
function, ((I;) is considered to be a quadratic expression
equivalent to wllf, where wq > 0. The received information
set F(L_;) from CYBEX is assumed to be the total amount
of information exchanged by other participating firms except
i, thus F(L_;) = >_,, ;. For the experiment, we assume

that each firm has total 25 information to share (£) and has
total budget (B) of 350 to invest.
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To prove the consistency of condition (14), we first find
the feasible /; and the corresponding F(L_;) numerically
using Eqn. (16). Considering a single tuple (I}, 1}, F(L_;))
that satisfies the condition (14), we tested whether this tuple
is in fact the socially-optimal (SO) tuple by experimenting
with different I; and [; values other than I, [ respectively.
In Fig. 2, we find that I} = 181.1 value is the SO-strategy
because (1) it satisfies the condition (14), (2) deviating from
this investment and taking random investments below/above
this value could not reward more. For this experiment, we
keep the I, F(L_;) values fixed. Then we performed a similar
experiment to verify, whether the optimal information sharing
value (I7 = 14.25) is also a socially-optimal strategy or not by
keeping I¥, F(L_;) values fixed. It is found from Fig. 3 that
I3 that follows the condition (14), returns highest utility which
cannot be achieved by other different /; values. Therefore, it
can be ensured that if the tuple (I, 1}, F(L_;)) satisfies con-
dition (14), then it is a socially-optimal equilibrium strategy
profile for firm <.

In order to understand the nature of investment of a firm
i, where other participating firms share a fixed amount of
information, we present a sample scenario in Fig. 4. It is
noticed that there exists an optimal amount of information
to be shared (I;) at which the net utility is maximized for
a particular investment quantity. It is also observed that the
optimal sharing amount increases as the firms make higher
security investment to discover more information. However,
it is not true that a firm will receive larger payoff upon large
investment, rather the cost component dominates over outcome
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of such huge investment after a certain threshold. From the
plot, we see that the firm receives increasing reward when I;
is increased from 100 to 400. However, further increase in
the investment amount does not increase the net utility any
more. Thus it can be inferred that there exists an optimal
peak investment limit beyond which the firms cannot gain high
benefit. However, the optimal investment amount might vary
depending on total number of security information received
from CYBEX in that decision period.

In Fig. 5, the firm’s investment and information sharing
amount are varied simultaneously to verify the nature of net
utility function. Assuming a total 50 units of vulnerability
information shared by the other participating firms, it is found
that the net payoff for firm ¢ can be maximized for a particular
strategy tuple (I, [7), when it satisfies the condition given in
Eqn. (14). This strategy profile lies in between the white circle
on top of the curve presented in the figure (5) that corresponds
to the maxima of the utility function. This proves the existence
of the socially-optimal decision parameters for the current
scenario that satisfy the derived condition in Section III.

V. CONCLUSIONS

In this research, we addressed the problem of cybersecurity
related information sharing among various corporations to
support them in building a robust and secure infrastructure
in future. We pointed out the major concerns and factors that
affect a corporation’s decision to participate in the information
exchange framework. Then we formulated a non-cooperative
game between N firms who share their cybersecurity related
information via CYBEX. We modeled this as an optimization
problem by formulating a utility function for the firms and
solved to find the socially-optimal equilibrium point, con-
sisting of the tuple (amount of investment and quantity of
information to share) that maximizes the firms’ net reward.

We presented the numerical results to verify the existence of
the socially-optimal strategy profile and proposed guidance for
CYBEX to motivate the firms towards actively participate and
share in the framework. In future, we aim to study this game
from an evolutionary game perspective by including possibility
of malicious firms, where players can dynamically decide their
strategies by learning from their past actions and eventually
reach to an evolutionary stable strategy.
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